
SECTION 40 94 33.20 SCADA SOFTWARE AND HARDWARE

This specification details the requirements of SCADA software and hardware.  Operator Interface Terminals, Pilot Lights, Pushbuttons, Selector switches, and pushbuttons are specified elsewhere.

SCADA software and hardware may enter a project via a contractor, subcontractor (such as a systems integrator), or from an original equipment manufacturer.  Verify that each subcontractor and original equipment manufacturers specifications have been properly coordinated with this section.  This will help to prevent system compatibility issues during start up.

PART 1 -  GENERAL

1.1 RELATED DOCUMENTS

A. Drawings and general provisions of the Contract, including General and Supplementary Conditions and Division 1 Specification Sections, apply to this Section.

B. References:

1. NFPA 70 (NEC)

2. UL508

3. EN61131-2

4. IEC 61000-6-2

5. FCC (Class A)

6. UL 1604

7. CSA C22-2 #14

8. ANSI/NEMA ICS 6

9. API RP550

10. ISA S5.4

11. ISA S20

12. ISA S50.1

13. ISA S51.1

1.2 SUMMARY

A. This Section includes SCADA software and hardware for control of process equipment, process oriented machinery, and process systems.

B. The SCADA system supplier, as defined below shall be responsible for the following:

1. Supply of the plant network and main SCADA servers and/or Operator Stations.

2. Supply of all control panels that are not specifically associated with a machine or process system specified elsewhere.

3. Coordination with all panel suppliers to insure proper data transfer between the SCADA operator stations and control panels.

C. Related Sections include the following:

1. Section 40 94 43 “Programmable Logic Controllers”

2. Section 40 94 33.10 “Operator Interface Terminals”

1.3 DEFINITIONS

A. AI:  Analog Input

B. AO:  Analog Output

C. Control Panel Designer:  A firm or individual that is responsible for designing the layout of control panels.  This person will choose the devices to be included in the panel, and will decide on the actual layout.

D. CPU:  Central Processing Unit

E. DI:  Digital Input

F. DO:  Digital Output

G. HMI:  Human-Machine Interface

H. I/O Input and/or Output

I. Node:  A network connection point.  Examples include a PLC, PC, Operator Interface Terminal, Switch, Server, etc.

J. Open Protocol:  A network protocol whose configuration code is available with or without a fee or license.

K. Operator Interface Terminal:  A terminal usually embedded in a control panel that allows the operator to view and modify control system parameters.  Operator Interface Terminals are not capable of running commercially available software.

L. Operator Station:  A terminal that runs a commercially available operating system such as Windows.  An Operator Station will usually execute the SCADA software.  Operator Stations are usually desktop mounted personal computers.  However, they may be computers that are designed to be embedded in the doors of control panels and 

M. PID:  Control action, proportional plus integral plus derivative.

N. PLC:  Programmable Logic Controller

O. Public Domain:  A network protocol whose configuration code is available without the need to pay a fee or buy a license.

P. SCADA:  Supervisory Control and Data Acquisition.  A SCADA System is a computer (typically a personnel computer), or a group of computers and servers running a software dedicated for SCADA purposes.  This SCADA software can exchange over industrial networks, with PLC’s, VFD’s, and other industrial devices.  Typically, the SCADA software will allow for trending, graphic display, alarm tracking, and reporting of data.

Q. SCADA System Provider:  A company that takes a commercially available SCADA software package, and then develops a project specific application.  This company will typically supply hardware for the SCADA software and application to operate on.

R. SDT:  Site Demonstration Test

1.4 SUBMITTALS

A. Product Data:

1. The SCADA system provider shall be responsible for the accuracy and completeness of all aspects of the SCADA submittal.  This includes SCADA software detailed herein, and applicable hardware.  If the SCADA system provider is providing Operator Interface Terminals, then the relevant Operator Interface Terminal Submittals must be completed in addition to the four types listed below:

a. Design submittal:

b. System Documentation Submittals

c. Testing Submittals

d. Training Submittals:

B. Each Operator Station type, and each type of SCADA software submittal, shall have a separate check sheet.  This check sheet shall be an acknowledgement of all specified criteria.  The check sheet will consist of three columns.  The leftmost column will indicate the referenced section of the specification.  The middle column will indicate rather the indicated specification criteria are met, not met, or has a variance.  The rightmost column will be used to describe reasons for variances or not meeting the specified criteria.  Each row on the check sheet will be for a dedicated spec section or sub section.  Each specification delineation will have its own dedicated row.  For instance, you cannot accept section 1.5B and its corresponding subparagraphs in a single row.  You must accept 1.5B in a row, and 1.5B1 in another row.

C. SCADA system provider shall be responsible for providing accurate and complete submittals in a timely fashion so as to not cause delay to the project schedule.

D. Once submitted, SCADA suppliers shall not proceed with their associated work until the receipt of submittals marked as “Approved”, or “Approved as noted".

E. Operation and Maintenance Data:  Provide documentation detailing routine maintenance requirements (if any) for all SCADA Server hardware and Operator Display Station hardware that is provided.

F. All submitted information shall be in English.

G. SCADA System Submittals:

1. Design Submittals:

a. Hardware Product Information Submittal:

1) Hardware product information shall include, but not be limited to: catalog cut sheets, data sheets, performance surveys, test reports, equipment lists, material list, diagrams, pictures, and descriptive material. The product information shall cover all items including mechanical devices, mounting components, wiring, terminal strips, connectors, accessories, and spare parts. The submittal information shall show the standard and optional product features, as well as all performance data and specifications.

2) Prior to commencement of manufacture (or shipment for stock items), the SCADA System Provider shall submit for review product information for all equipment and material specified in this Section, or required to support equipment or systems specified in this RFP.

b. Power Distribution Submittal:  

a) SCADA System Provider shall prepare a summary of all SCADA hardware power requirements and provide load calculations that will be used for planning power distribution across existing UPS systems. SCADA System Provider shall provide a submittal for approval 60 days prior to Comprehensive System Test.

c. Software Product Information Submittal (SPID):

1) The software documentation shall provide a comprehensive description of all software, necessary for the operation and maintenance of the system.  A software document shall be furnished for each software or program in the System. Warranty information shall be supplied for each software or program in the System. Software License information shall be submitted for each software or program in the system, indicating the number of licenses provided for each type of program or software.

2) The SCADA System Provider shall submit software documentation for review within [21] [choose a number] calendar days of Contract award. Software procurement shall not begin until submittal review is successful.

d. Connection Diagrams:

1) Connection diagrams shall show the placement, labeling and wiring of components within panels, cabinets, and consoles.  Wire lists and wireless diagrams shall not be accepted.  Components shall be shown arranged in the physical layout (not necessarily to scale), as it would appear to a person servicing the equipment. Wiring designations, and routing designations, will follow the projects drawings standards.

2) The SCADA System Provider shall submit connection diagrams for all new panels, cabinets, and consoles. The SCADA System Provider shall also prepare and submit connection diagrams for existing panels, cabinets and consoles, which are modified or refurbished. Connection diagrams shall be Successfully Reviewed prior to the start of panel assembly. Loop diagrams may not be substituted for connection diagrams.

e. Interconnection Diagrams:
1) Interconnection diagrams shall show the external wiring between terminals of associated equipment, control panels, motor control centers, terminal boxes, field switches, and any other device, panel, or enclosure.  Interconnection diagrams shall clearly depict all cable tags. Cable tagging shall conform to project standards.

2) The SCADA System Provider shall prepare and submit interconnection diagrams for all major system components. Interconnection diagrams shall be Successfully Reviewed prior to the start of fabrication.

f. Panel Fabrication and Layout Drawings (PLFD):
1) As a minimum, PLFD shall include front, back, and section views; the locations of all mounted components; drawing scale; nameplate engraving schedule; and structural materials and supports. A bill of material shall also be provided on the drawing, or as a separate document.  All drawings shall be scaled.  Overall dimensions and minimum clearances shall be shown. Sufficient detail shall be included to demonstrate material choices, outward appearance, construction methods, and seismic force resistance.

2) Complete shop drawings shall be submitted for all panels, cabinets, and consoles which are fabricated, or modified, for this project.  Reviewers shall have the right to make modifications to the interior and exterior layouts of panels as part of the shop drawing review.  No additional compensation will be provided to the SCADA System Provider for changes. The SCADA System Provider shall budget for one redesign of the panel layout to incorporate the reviewers’ changes. Fabrication or modification shall not be started until PFLD submittals have been Successfully Reviewed.

2. Functional design documentation submittal:

a. Functional Network Design Document:  The SCADA System Provider shall provide a functional network design document shall contain the following:

1) A complete network system diagram showing the interconnections between hardware subsystems.  This shall include fiber optic cabling, network switches, routers, fiber patch panels and other network components.

2) Complete description of switch setup and programming to accomplish Ethernet configuration shown on the drawings.

3) Complete list of all major system components.  This includes existing panels and panels not supplied by the SCADA system supplier.

4) Assignment of each component a unique device identifier.

5) Labeling of all components on all block diagrams.

6) Provide locations for all major system components

b. Functional SCADA Architecture Design Document:  The SCADA System provider shall provide a Functional SCADA Architecture design document shall contain the following:

a) A complete system diagram showing the major components and interconnections of the Proposed SCADA system. This shall include all servers, all Workstations, Remote Terminal Units, and PLC’s, at a minimum.

b) Any required transceivers, media converters or other interconnecting equipment shall be included on the diagram.

c) Complete description of IP addressing scheme for the proposed system

d) Complete list of all major system components

e) Assign each component a unique device identifier

f) Label components on all block diagrams

g) Provide locations for all major system components.

h) An interface design for all areas where the facilities existing hardware interfaces with the new network

c. Functional Software Design Document (FSDD):

1) The FSDD shall show the top-level design of the SCADA System Provider’s proposed software in a concise manner.  The complete description of support, interface, diagnostic, and general I/O software shall also be included. An inventory of major software packages, including third party, provided shall be included.  A separate summary shall be provided for each major system component.  The FSDD shall illustrate the flow of data from one process to another (i.e. the flow of data from field data acquisition to polling by the SCADA system to alarming to historical logging).  The FSDD shall include a description of the historical data collection subsystem, including table usage and data storage rates.  The document shall include, but not be limited to:

a) Polling Process, including anticipated scan rates

b) Data consolidation techniques for use in RTU

c) Peer to Peer data flow

d) Hard Drive Storage space required for each software component

e) Memory requirements (RAM) for each software component.

2) Within [21] [choose a number] days from notice to proceed, the SCADA System Provider shall submit for review the FSDD submittals.

d. Installation Drawings:

1) Installation drawings shall show installation arrangements for all provided equipment, mounting and anchoring details, conduit entries into cabinets, and SCADA electrical power supply distribution conduit and wiring. Data sheets and/or catalog cuts for mounting devices, anchors, wire, and other incidental installation materials shall be included.

2) Within [21] [choose a number] days prior to the start of System Testing, the SCADA System Provider shall submit installation drawings. System Testing shall not begin until the system installation drawing submittal has been Successfully Reviewed.

3. System Documentation Submittal:

a. Operation and Maintenance (O&M) Manuals:

1) SCADA System Provider shall supply O&M manuals for all equipment and software provided. The manuals shall be developed for electronic technician audience.  The manuals shall detail preventive and restorative procedures required to keep the equipment in good operating condition. A manual, or manuals, shall be furnished for all deliverable hardware, including OEM equipment.  Manuals for OEM equipment shall contain original printed materials, not copies, and may be in the manufacturer’s original format. The O&M manuals shall contain the following:

b. Instruction Manual:
1) The manual shall contain a detailed analysis of each major component so that maintenance personnel can effectively service, troubleshoot, and repair the equipment.  Each manual shall include a Table of Contents, and shall be divided into the following sections:

a) Introduction:  The purpose of the manual, special tools and equipment, and safety precautions.

b) General Information and Specifications:  A general description of each equipment item, and its specifications.

c) Listings:  Include contact information for each product provider, recommended maintenance provider, and local source for replacement parts.

d) Theory of Operation:  Explain the relationship of all equipment to each other, and its purpose in the overall SCADA network.

e) Software:  Listing and explanatory text for any software or firmware.

f) Operation Procedures:  The locations and functional descriptions of all controller indicators, or displays.

g) Troubleshooting:  A tabular list of all symptoms, probable causes of malfunction or improper operation, and probable remedies to each specific malfunction, down to the smallest board replaceable components.

c. Preventive Maintenance Instructions:

1) These instructions shall include all applicable visual examinations, hardware testing, and diagnostic hardware/software routines.  Instructions on how to load and use any test and diagnostic programs and any special or standard test equipment shall be an integral part of these procedures.

d. Corrective Maintenance Specific Instructions:  

1) These guides shall include adequate details for quickly and efficiently locating the cause of an equipment malfunction and shall state the probable source(s) of trouble, the symptoms, probable cause, and instructions for remedying the malfunction. These guides shall explain how to use on-line test and diagnostic programs for all devices and any special test equipment, if applicable.  The corrective maintenance specific instructions shall include:

a) Explanations for the repair, adjustment, or replacement of all equipment items.

b) Schematic diagrams of electrical, mechanical, and parts location, illustrations, photographs, and sectional details as necessary to facilitate repair or replacement.

c) Mechanical items requiring field repair, shall have the following:

1. Information on tolerances, clearances, wear limits, and maximum bolt-down torques
2. Information on the loading and use of special off-line diagnostic programs, tools, and test equipment
3. Cautions or warnings, which must be observed to protect personnel and equipment.
4. A list of test equipment and special tools required.

5. A list of recommended spare parts necessary to maintain and repair SCADA components. The list shall identify the specific part or model number, description, manufacturer’s name and address, commercial equivalents, and recommended quantity to be stored. The spare parts list shall indicate which components (by model and serial number) have been provided with the delivered system as part of the spares inventory.

e. Drawings:

1) O&M Manual drawings (with the exception of those provided by third-party manufacturers) shall not be larger than 11 inches by 17 inches.  Drawings shall be legible when reproduced using conventional office copying machines. Originals shall be provided for all third-party O&M Manual materials. Preprinted O&M Manual drawings, which do not meet the above criteria, or which must be modified to show the actual as-built design, shall be redrawn as new specially-prepared shop drawings.  Equipment manufacturer's drawings need not be duplicated or removed from the manuals.

f. Binders and Electronic Copies:

1) Each O&M Manual shall be bound in 8 1/2" x 11 inch 3-ring side binders with commercial quality hardback, cleanable plastic covers. Final versions of the O&M Manual shall also be provided on CD-ROM.  The manuals shall be subdivided with permanent page dividers with tab titling clearly printed under reinforced laminated plastic tabs.  Each volume shall have a Table of Contents, with each product or system description identified.

g. System Operator’s Manuals:

1) The System Operator's Manuals shall describe the configuration and all functions for the systems and equipment provided. Functional descriptions shall include algorithms necessary to fully understand the functions. The manuals shall be organized for quick access to each detailed description of the operator's procedure. The manuals shall be limited only to description of procedures for functions that are performed by the operator.  The System Operator's Manuals shall serve as a complete instruction to the system and equipment and shall describe in detail the operator interfaces and operator procedures.  In addition to the Operator interaction sequences, the following shall be provided, as a minimum:

a) Summary description of all major functions

b) Presentation of data on displays.

c) Description of how the system and equipment react to situations such as heavy alarming, loss of communication links, heavy operator interaction, and loss of power and restoration of power.

d) Description of the hardware configuration and device switching capabilities.

e) Description of every message and alarm that the system is capable of outputting, an explanation of what the message indicates, and what action the system operator should take.

h. System Administrator Guide:

1) The System Administrator Guide shall be a user's manual for all the corresponding systems programs. It shall include information on system generation from file backups, starting and bootstrapping the system, editing and expansion techniques (including display/report compiler, database, and applications edit), batch mode operation of software utilities, and troubleshooting to be used in conjunction with the system dumps, error and abort messages. User instructions for each of the peripherals and for all Software Engineer procedures shall be in the guide.

i. Software support materials:

1) Program Media:

a) The SCADA System Provider shall furnish complete sets of program media documentation. These documents shall include source of all programs written by the SCADA System Provider specifically for the proposed system.  This includes, RTU and PLC programs, HMI scripting, OIT applications, and objects of all programs necessary for the operation and maintenance of the systems programs. If any changes are made to programs during system test and acceptance, the SCADA System Provider shall provide, within [5] [choose a number] days, corrected copies of source, object, and system media.

2) Program Listings:
a) Each program listing shall include revision information. Each time a change is made in the listing, its revision level shall be documented by the party making the change. Program listings will include all in-program comments and documentation, and must be clearly understandable by programmers familiar with the language used. Undocumented code is not acceptable.

3) Programmer Manuals:

a) The purpose of these manuals will be to enable systems and applications programmers, to maintain, modify, and expand the capacity and functionality of the system. These manuals shall comprise the standard manuals furnished by the computer system manufacturer covering the Operating System, Utilities, and Diagnostics, and High Level Language(s) supplied, together with SCADA System Provider furnished manuals that are specific to the system.  The manuals shall include descriptions of the procedures to be used for:

1. Computer system startup, restart, manual failover, and operation.

2. Modifying and expanding the system databases and testing revised versions.
3. Defining, linking to the database, and testing revised and new displays, logs, reports, data acquisition, process control, and data processing procedures including the addition of communication links, CFEs, RTUs, PLC’s, and input/output points.
4. System operational troubleshooting including descriptions of the system error messages and the interpretation of crash dumps.
5. Instructions for configuring and rebuilding servers and workstations as if starting a new system, as well as rebuilding from backups (this will apply to peripherals applicable to the system as a whole, including network items).
6. Provide effective procedures/techniques for creating, expanding, and editing SCADA and PLC applications. Include useful backup procedures required for system recovery.
4) System Configuration Inventory List:

a) An inventory list shall be furnished for all contract material, software, documentation, spare parts, and test equipment.  Hardware identification of each unique module by serial number and each software unique module shall be included on the list. The inventory list shall include, but not be limited to, the following information:

1. Manufacturer's name, part number, and serial number

2. Quantity of units supplied with the deliverable System/subsystem
3. Software modules supplied
4. Operating system software provided for all CPUs/microprocessors
5. Operating systems enhancements provided
6. System documentation supplied
7. Applicable cabinet, rack number or slot, and cables.
b) The inventory list, which shall be prepared and updated by the SCADA System Provider, shall be subdivided by hardware, software, test equipment, spares, documentation, and training courses. Each of these major divisions shall be further subdivided to the individual deliverable item level.  Each item must be defined in sufficient detail to permit identification in shipping documents and inventory checks.  The organization of the inventory list shall include provision for annotating each item with forecast and actual dates for:

1. Review (Documentation)

2. Shipping and Delivery (All items Except Documentation)
3. System Testing (Hardware and Software)
4. Site Demonstration Tests (Hardware and Software)
5. Final Acceptance (Spares, Documentation, etc.)
6. Delivery (Training Courses).
c) A preliminary version of the System Configuration Inventory List that demonstrates the form and content to be provided shall be submitted for review within [10] [choose a number] days of Notice to Proceed. A completed System Configuration Inventory List shall be submitted no later than [10] [choose a number] days prior to the scheduled start of System Testing. The SDT shall not be initiated until the System Configuration Inventory List submittal has been Successfully Reviewed. A System Configuration Inventory List updated to reflect any additions or changes during system installation shall be included as part of the Record Documents.
5) Record Documents:

a) The SCADA System Provider, within [10] [choose a number] days after successful completion of Site Demonstration Test (SDT), shall submit a preliminary version of the Record Documents. Final Record Documents shall be submitted prior to the conclusion of the Site Availability Demonstration (SAD). The SAD shall not be considered complete until the final Record Documents submittal has been Successfully Reviewed.

j. Submission Procedure:

1) Within [5] [choose a number] days prior to the start of System Testing, the SCADA System Provider shall submit preliminary copies of the O&M Manuals, System Operator's Manuals, and System Administrator Manuals.  These preliminary copies shall contain sufficient detail to review the basic outline and scope of the manuals.  At least [5] [choose a number] days prior to the start of the first operator training session, the SCADA System Provider shall submit draft copies of the O&M Manuals, System Operator's Manuals, and System Administrator Manuals. These draft copies shall generally be complete (at least 90%) and shall be clearly marked to indicate where all missing or incomplete information will be included.  Final versions of the O&M Manuals, System Operator's Manuals, and System Administrator Manuals shall be submitted prior to the beginning of the Site Availability Demonstration (SAD). The SAD shall not be initiated until the final submittal has been Successfully Reviewed. Five (5) printed copies of the Final O&M Manuals, System Operator's Manuals, and System Administrator Manuals, and associated drawings, shall be provided. In addition, an electronic format copy of the manuals shall be provided on CD-ROM compatible with CD-ROM drives supplied with system.  Electronic documents shall be provided in both the native application used for creating the documents (MS Word, AutoCAD, etc.) and the Adobe PDF format

4. Testing Documentation Submittals

a. System Test Plan:  The SCADA System Provider shall prepare and submit for review a System Test Plan within [21] [choose a number] days after Notice to Proceed.

b. Test Procedures:  The SCADA System Provider shall prepare and submit for review a Test Procedures within [21] [choose a number] days after Notice to Proceed.

c. Test Reports:  The SCADA System Provider shall prepare and submit for review a Test Report within [21] [choose a number] days after Notice to Proceed.

5. Training Documentation Submittals:

a. Training Plan:  The SCADA System Provider shall prepare and submit for review a Training Plan within [21] [choose a number] days after Notice to Proceed.

b. Course Outlines:  The SCADA System Provider shall prepare and submit for review a Course Outlines within [21] [choose a number] days after Notice to Proceed.

c. Training Manuals:  The SCADA System Provider shall prepare and submit for review a Training Manuals within [21] [choose a number] days after Notice to Proceed.

1.5 QUALITY ASSURANCE

Change mileage to reflect actual distance required.  Locations in the southwest part of the United States may need to increase the distance, while locations in the northeast may be able to decrease that requirement.

A. Manufacturer Qualifications:  A qualified manufacturer shall have, within [100 miles (160 km)] of Project site, a facility, system integrator, or panel shop capable of providing training, parts, and coordination of emergency maintenance and repairs.

If an independent testing agency is required, see Division 1 Section "Quality Requirements" for general testing and inspecting agency qualification requirements.  If additional control is needed, retain first paragraph below to specify 29 CFR 1910.7 or other more specific criteria (e.g., NETA).  29 CFR 1910.7 defines a nationally recognized testing laboratory as it applies to testing and inspecting for safety, and lists, labels, or accepts equipment and materials that meet certain OSHA criteria.

B. Source Limitations:

1. All SCADA Software shall be from a single manufacturer.
2. To insure reliability and optimized connectivity, the SCADA software shall be from the same vendor as the PLC equipment and power distribution equipment.
C. Electrical Components, Devices, and Accessories:  Listed and labeled as defined in NFPA 70, Article 100, by a testing agency acceptable to authorities having jurisdiction, and marked for intended use.

D. Comply with NFPA 70.

E. SCADA system shall use an Ethernet network as the preferred peer-to-peer network.  To protect the municipality’s ability to competitively bid future projects, the Ethernet network shall utilize open protocols that are in the public domain.  This protocol shall be the Modbus TCP/IP Network.  Equipment to convert a non-public domain Ethernet protocol to a public domain protocol shall not be accepted.

F. SCADA System Availability Requirements:

a. A fundamental objective of the SCADA System Supplier’s proposed system design shall be to ensure that no single equipment failure or temporary error condition can disable the system operation or generate any spurious control commands to the system equipment.

b. Single Point of Failure:

c. The SCADA equipment configuration shall prevent any single hardware or software failure from causing loss of any system function or from causing overall system malfunction. Single hardware failures may cause loss of specific communication channels temporarily until failed equipment is replaced.

d. SCADA Operational Checks:  The SCADA System Supplier’s proposed system shall continually check the operation of all devices in the system and report any problem to the user. Upon detecting a malfunction, the failed operation shall be attempted a number of times (programmable) in order to determine whether the malfunction is temporary or permanent. Permanent malfunctions shall be alarmed and logged.  Temporary malfunctions shall not be alarmed but shall be logged for maintenance purposes. Failed devices shall be automatically replaced by spare or backup devices if such devices are available.

e. System Availability:  During the System Availability Demonstration, the SCADA system shall achieve an average availability rate for all functions of at least 99.95 percent. This is equivalent to a total downtime of approximately 4 hours per year for the System.

1.6 DELIVERY, STORAGE, AND HANDLING

A. Deliver Operator Stations and SCADA software in packaging designed to prevent damage from static electricity, and physical damage.

B. Store Operator Stations and SCADA software according to manufacturers’ requirements.  As a minimum, store indoors in clean, dry space with uniform temperature to prevent condensation.  Protect Operator Stations and SCADA software from exposure to dirt, fumes, water, corrosive substances, and physical damage.  Also, protect the Operator Stations and SCADA software from all forms of electrical and magnetic energy that could reasonably cause damage.

1.7 PROJECT CONDITIONS

A. Environmental Limitations:  Rate equipment for continuous operation, capable of driving full load without derating, under the following conditions, unless otherwise indicated:

1. Ambient Temperature:  0 to 40 deg C.

2. Humidity:  Less than 90 percent (noncondensing).

3. Altitude:  Not exceeding 6500 feet (2000 m).

4. <Insert unusual service conditions.>

1.8 SPARE PARTS

Spare Parts may not be allowed for publicly funded projects.

A. Furnish spare parts and consumables as described below.  Material shall be packaged for long term storage and identified with labels describing contents.  Coordinate with each all control panel vendor to optimize the amount of spares provided.

Revise subparagraphs below to suit Project.

1. Provide Five (5) spare fuses for each type of computer power supply, monitor, UPS and other devices provided with embedded replaceable fuses.

2. Provide a spare monitor for every [ten] <Insert Number> monitors supplied of a given size and type.  Operator Interface Terminals are not included in this count.

3. Provide a spare mouse for every [ten] <Insert Number> mice used.

4. Provide [ten] <Insert Number> memory sticks with at least 500Mb of memory each.

5. Provide [ten] <Insert Number> reams of paper for each paper size used, excluding dot matrix form feed paper.

6. Provide [twenty] <Insert Number> pounds of dot matrix form feed paper for each dot matrix printer.

1.9 WARRENTY:

A. System Warranty Overview:  

1. The system warranty shall consist of a full scope, in-place warranty, consistent with the provisions of the Terms and Conditions of the RFP and the Agreement.  The warranty duration shall be 12 months beyond Final Acceptance. All software and hardware components that are part of the completed system shall be covered by the warranty. The SCADA System Provider shall coordinate any warranties provided by third party suppliers.  In addition, the SCADA System Provider shall provide warranty services for the existing instrumentation shown on the drawings. This warranty service shall begin with an initial cleaning and calibration of the existing instrumentation in accordance with the equipment manufacturer’s recommendations.
1.10 MAINTENANCE:

A. Preventive Maintenance:

1. The SCADA System Provider’s price shall include the services of factory-trained service technicians continuing for 12-months beyond Final Acceptance. All equipment shall be systematically serviced according to equipment manufacturers’ service recommendations or six months, whichever is less.  All preventive maintenance activities shall be documented with service reports which shall identify the equipment being serviced, state the condition of the equipment, describe all work performed, list materials used, and include the name of the technician performing the work and his signature. A copy of all service reports shall be delivered to the facility on the day that the work is performed.  All preventive maintenance procedures shall minimize disruption of the live system operation. No preventive maintenance procedure shall be allowed to jeopardize the facilities ability to monitor and control system operation.  At the Facilities option, their maintenance personnel may participate in any preventive maintenance procedures.

B. Corrective Maintenance:

1. The SCADA System Provider shall provide the services of factory-trained service technicians for the purpose of performing corrective maintenance on all system hardware and software. The period of coverage for each piece of equipment shall begin upon initial equipment purchase or manufacture and shall continue for 12-month after final acceptance or until expiration of the manufacturer's warranty, whichever period is longer.  The SCADA System Provider shall provide a 24-hour, 7-day/week-service hotline for telephone notification of system malfunctions. Within [choose a number] hours from notification by the facility the SCADA System Provider shall have a qualified service representative establish telephone contact with the facility to discuss corrective measures.  If it is not possible to correct the defective operation over the telephone, the SCADA System Provider shall have a qualified service representative at the facility within [choose a number] hours from initial notification. Prior to beginning any procedure, the SCADA System Provider shall review the recommended action plan with the facility in order to inform of any impact on the operation of the facility.  Once the defect has been corrected, the facility shall be notified indicating the source of the defect and specific action taken.  Any spares from the onsite supply of spares used by the SCADA System Provider in correcting the system malfunction shall be replaced within [choose a number] days.  If [choose a number]-hour response time is not provided, or other corrective maintenance requirements are not met by the SCADA System Provider, the facility shall have the right to obtain corrective maintenance from other sources and charge the SCADA System Provider reasonable time and material costs of the alternative services.

C. Software Update Services:

1. Starting with installation of the SCADA system and continuing until 12-months after Final Acceptance, the SCADA System Provider, upon authorization from Engineer, shall provide, install, test, and commission updates to the SCADA system software and computer provided software within [choose a number] days from when such updates are announced and released by the manufacturer. All updates shall be provided which are necessary to maintain the SCADA system in compliance with the Contract Documents, as well as any incremental releases. Should an update be announced and released by the manufacturer prior to the end of the 12 month period beyond final acceptance, the SCADA System Provider shall be required to install that update if authorized by Engineer.

D. Costs:
1. The cost for one year of the preventive and corrective software maintenance services and software update service described above shall be included in the Contract price.

PART 2 -  PRODUCTS

2.1 MANUFACTURERS

A. Available Manufacturers:  Subject to compliance with requirements, manufacturers offering products that may be incorporated into the Work include:

B. Qualified Manufacturers:

1. Only manufacturers that have been selling SCADA software for a minimum of [10 ten] [choose a number] years will be considered acceptable.

C. Basis-of-Design Product:  Square D - Schneider Electric Vijeo Citect SCADA software.

2.2 COMPUTERS AND PERIPHERIAL EQUIPMENT:

A. REQUIREMENTS:

1. The requirements defined in this subsection apply to the computer-based components of the SCADA System Provider’s proposed system. All workstations shall be from a single manufacturer and be from the same "family" or product line. All computer equipment shall be from the equipment manufacturer's standard offering and shall not be specifically built nor require major modifications in order to meet the requirements set forth in this Specification.

2. Computer related components shall be covered by the computer manufacturer’s 3 year Next Business day on-site service warranty that includes parts and labor.

B. MINIMUM HARDWARE REQUIREMENTS:

1. Workstations will be Dell Precision or an equivalent with equal or higher quality.  Unless specified below, the minimum workstation hardware requirement will be as follows: 

1) 3.00 Ghz Intel® Pentium 4 processors w/2 MB Cache

2) 2GB ECC RAM

3) Dell 20” flat panel monitor

4) 80 GB Hard Drive, ATA-100 interface, 7200 RPM

5) 48X CD-ROM and 48X CD-RW/DVD combo

6) Two (2) 3COM 3C905 10/100 Ethernet, PCI Adapter, Twisted Pair network cards.  Motherboard mounted Ethernet ports are not acceptable.

7) Graphics card suitable to handle the graphics of the SCADA application

8) External keyboard

9) Microsoft Mouse

10) Sound Card

11) Speakers

b. Servers will be Workstations will be a Dell PowerEdge or an equivalent with equal or higher quality.  Sever shall be in a rack mountable chassis.  Unless specified below, the Servers shall have the following minimum characteristics:

1) 3.00 Ghz Intel® Pentium 4 processors w/2 MB Cache

2) 4GB ECC RAM

3) Dell 20” flat panel monitor

4) RAID 5 Controller

5) Drive Bay for five (5) 1 inch Hot Pluggable SCSI Hard Drives

6) Five (5) 146 GB Ultra 320 SCSI Hard Drives, 10000 RPM

7) 24X CDRW/DVD

8) Two (2) 3COM 3C905 10/100 Ethernet, PCI Adapter, Twisted Pair network cards.   These are in addition to any motherboard-mounted Ethernet ports to facilitate replacement.

9) Redundant Power Supply
10) A graphics card that can handle the projects graphics capabilities.

11) External keyboard

12) Microsoft Mouse

C. OPERATOR AND NETWORK MANAGER WORKSTATIONS:

1. The following paragraphs discuss the specific Operator and Network Management Workstations requirements for this project. This specification applies to Operator and Network Manager Workstations and Field Workstations which are thick clients.
a. General Requirements: Operator or Network Manager Workstation is a position from which an operator or network manager can monitor and control the entire process and view all real-time data and all historical data via displays on a Computer Display Screen including all network activities. The workstations shall be equipped with Ethernet network interface cards to allow communications to the Local Area Network (LAN).

b. Minimum Hardware Requirements:  The Operator and Network Manager Workstations shall consist of the previously specified minimum hardware configuration, with the following additional requirements:

1) Dual monitors, sized as indicated above, required for three of the workstations. Include a graphics card that makes the dual monitors work together for these stations.

c. SCADA Software Requirements:

1) The Operator and Network Manager Workstations shall have the SCADA Software loaded as specified in Section 2.3
D. PROGRAMMER WORKSTATIONS:

1. The following paragraphs discuss the specific requirements for the Programmer Workstations.

a. General Requirements: The Programmer Workstations is a position from which a System Administrator can configure, test, and monitor the SCADA network devices.  The workstation functionality will include:

1) HMI development

2) SCADA Top-End Control Strategy development

3) Report Development

4) Full HMI Thick Client functionality

5) Full HMI Thin Client Functionality

6) RTU Programming development capability

7) CFE Programming and configuration capability

8) Overall SCADA system configuration

9) Firewall and Network Monitoring and Management.
b. Minimum Hardware Requirements:  The Operator and Network Manager Workstations shall consist of the previously specified minimum hardware configuration, with the following additional requirements:

1) Dual monitors, sized as indicated above, required for three of the workstations. Include a graphics card that makes the dual monitors work together for these stations.

c. SCADA Software Requirements:

1) The Operator and Network Manager Workstations shall have the SCADA Software loaded as specified in Section 2.3

E. DATABASE SERVERS:

1. The following paragraphs discuss the specific requirements for Database Servers.  These servers will interface with the SCADA System Servers for the collection and storage of historical data.

a. General Requirements:  The Historian and Replicated subsystems shall capture equipment status changes, all significant changes in value for all analog points in the control system, and all alarms which occur in the system. The Historian and Replicated shall also generate reports based on data enterable fields, scanned, and calculated information. These database servers shall be configured to maintain historical data on-line for immediate access.  The database server processors shall be physically separate from the SCADA System Servers and Operator Workstation processors and shall communicate with those other processors via the LAN.
b. Hardware Requirements:  As Detailed above.
F. WEB SERVER:

1. The following paragraphs discuss the specific requirements for SCADA Web Server:
a. General Requirements:  The Web Server shall enable thin clients the ability to access the SCADA System Provider’s proposed display screens, reports, trends, etc. through the use of a web browser in a read-only fashion.
Designer shall choose one of the three following methods for handling a WEB server.  Delete the other two:

b. Hardware Requirements:  Web Server shall reside on a dedicated Workstation computer.  This computer shall be identical to the minimum Workstation requirements listed above.
c. Hardware Requirements:  Web Server shall reside on a dedicated Server.  This Server shall be identical to the minimum server requirements listed above.
If the following paragraph is used, then pick a location.

d. Hardware Requirements:  Web Server shall reside on the [Programmers Workstations],[Operators Workstation],[Database Server][Choose a computer].
G. SCADA SYSTEM SERVERS:

1. The following paragraphs discuss the specific requirements for the SCADA System Servers:

a. General Requirements:  Primarily these servers shall interface to the networked CFEs, locally connected RTUs/PLCs, and/or remotely connected RTUs/PLCs via radio/satellite/phone line connection.  These SCADA System Servers shall store, distribute and gather data. The SCADA System Servers shall be configured in a redundant server system configuration.
b. Hardware Requirements:  As detailed above.
c. SCADA Software Requirements:
1) The Operator and Network Manager Workstations shall have the SCADA Software loaded as specified in Section 2.3

H. PRINTERS:

1. The following paragraphs discuss the specific Printer requirements for this project. The quantities of printers shall be reflected on the Network Diagram drawings or in Section [Indicate Specification Section Number].

2. Graphics Printer:  The Graphics Printer shall be a Hewlett-Packard LaserJet 5500dn. The printer shall include paper trays for 8 ½ x 11 printing. The printer shall have a built-in 10/100 network card, and a minimum of 96 MB RAM.

3. Report Printer:  The Report Printer shall be a Hewlett-Packard LaserJet 5500dn. The printer shall include paper trays for 8 ½ x 11 printing. The printer shall have a built-in 10/100 network card, and a minimum of 96 MB RAM.

4. Alarm Printer:  The Alarm/Event Printer shall be a 24-pin dot matrix printer with maximum graphic resolution of 360X360 and capable of printing in at least seven (7) colors. The printer shall utilize an external print server to interface with the SCADA network.

I. SWITCHES:

1. To minimize collisions, the system will utilize switches for network control.  Hubs will not be accepted.  At a minimum, each control panel will consist of a switch.  This switch will insure that in panel networking will not cause collisions with the overall network.  Each control panel supplier shall be responsible for providing switches that meet this specification.
2. Basis of Design:  Schneider Electric Connexium Switches:

3. General:

a. Copper Cable Ports shall be as specified below unless otherwise noted:

1) 10 BASE-T/100 BASE-T communication

2) RJ-45 connections

3) Shielded Twisted Pair Cat 5E cable

4) Total Length:  100 meter

b. Fiber Optic Ports: shall be specified below unless otherwise noted:

1) 100 BASE-FX ports

2) SC connectors for unmanaged switches, Duplex SC for managed switches.

3) Total Length:  up to 32,500 meters.

4) Attenuation Analysis less then 16db

4. Unmanaged:

a. 24 VDC SELV suitable for P1 and P2 redundant power supplies.

b. Minimum 0-60 degree C. operating temperature.

c. Multimode or single mode optical fiber

d. Switches shall be configured for project conditions.  If a switch is not available with the proper configuration, then switch cascading is allowed.

5. Managed Switches:

a. 24 VDC SELV.

b. Multimode or Single mode optical fiber

c. 0-60 degree C. operating temperature or greater

d. Switches shall be configured for project conditions.  Switch cascading is not allowed.

J. UNINTERRUPTIBLE POWER SUPPLIES:

1. Uninterruptible Power Supplies (UPS) will be provided for the workstations, servers, and major switches in the project.  As a general rule, provide a dedicated UPS for each workstation and server.  Sharing of UPS’s is allowed as long as a single point of UPS failure cannot disable the system.  The UPS system shall be able to run on Utility or generator power without any disruption in service.  The UPS shall also be able to absorb the transients generated by ATS changeover.  UPS’s will be sized according to the following:
a. 3000VA and below:
1) 75 to 154 VAC Input with automatic 50/60 Hz detection, minimum 459 joules total energy dissipation surge suppression with full time multi-pole noise filtering, 0.3% IEEE surge let-through, zero clamping response time, and meets UL 1449.  The UPS shall have a TVSS screw for connection to telephone and network surge protection.
2) Continuous battery recharging, even if the power button is set to OFF.  The UPS shall have a battery replacement indicator, and shall allow batteries to be replaced via the front panel with equipment energized.

3) The UPS shall have a minimum of 8 NEMA 5-15R plugs.  The UPS shall be able to support a single 490 watt PLC load for a minimum of 26 minutes, and shall be able to startup without mains power.
4) For 120VAC models, The UPS shall be listed by UL (Listed 42C2, and E95463), and CSA (LR 63938), and marked with the FCC seal.  For 230VAC models up to 1500VA, the UPS shall carry the CE logo, and shall comply with EN 50091-1, EN50091-1-1, EN50091-2, EN60950, IEC60950, EN55022, EN61000-3-2, EN61000-3-3, and IEC 62 040.  For 230VAC 300VA models, the UPS shall carry the CE logo, and shall comply with EN62040-101, EN55022, EN55024, EN61000-3-2, EN61000-3-3, EN61000-4-2, EN61000-4-4, EN61000-4-5, EN61000-4-6, EN61000-4-8, EN61000-4-11, EN60950, and IEC 60950-1.
5) The UPS shall have a 2 year repair or replace warranty, and a lifetime $150,000 equipment protection policy.
6) The UPS shall have a USB port and communications cable for connection to the workstation.  The UPS will use InfraStruXure Manager Incident Management software.  The UPS shall have a power management software package suitable for Windows.

7) Basis of design: Basis of design will be the APC Smart-UPS by Schneider Electric.
b. 3000-5000 VA:
1) 160 to 280 VAC Input with automatic 50/60 detection, with full time multi-pole noise filtering, 0.3% IEEE surge let-through, zero clamping response time, and meets UL 1449.  The UPS shall have a TVSS screw for connection to telephone and network surge protection.
2) Continuous battery recharging, even if the power button is set to OFF.  The UPS shall have a battery replacement indicator, and shall allow batteries to be replaced via the front panel with equipment energized.

3) The UPS shall have a minimum of 8 NEMA 5-20R, 1 NEMA L14-30R, 4 NEMA L6-20R, and 2 NEMA L6-30R plugs.  The UPS shall be able to support 50% full load for a minimum of 15 minutes, and shall be able to startup without mains power.

4) The UPS shall be in compliance with CSA,FCC Part 15 Class A, and UL 1778.  
5) The UPS shall have a 2 year repair or replace warranty.
6) The UPS shall have a USB port and communications cable for connection to the workstation.  The UPS will use InfraStruXure Manager Incident Management software.  The UPS shall have a power management software package suitable for Windows.

7) Basis of design: Basis of design will be the APC Smart-UPS by Schneider Electric.
c. 5000VA to 10000VA

1) 160 to 280 VAC Input with automatic 50/60 detection, with full time multi-pole noise filtering, 0.3% IEEE surge let-through, zero clamping response time, and meets UL 1449.  The UPS shall have a TVSS screw for connection to telephone and network surge protection.
2) The UPS shall have audible alarms, automatic internal bypass, automatic load restart after UPS shutdown, automatic self test, and predictive failure notification.
3) Continuous battery recharging, even if the power button is set to OFF.  The UPS shall have a battery replacement indicator, disconnected battery notification, and shall allow batteries to be replaced with equipment energized.

4) The UPS shall have a minimum of 16 NEMA 5-20R, 2 NEMA L14-30R, 6 NEMA L6-20R, and 3 NEMA L6-30R plugs.  The UPS shall be able to support 50% full load for a minimum of 15 minutes, and shall be able to startup without mains power.

5) The UPS shall be in compliance with CSA,FCC Part 15 Class A, and UL 1778.  
6) The UPS shall have a 2 year repair or replace warranty.
7) The UPS shall have a USB port and communications cable for connection to the workstation.  The UPS will use InfraStruXure Manager Incident Management software.  The UPS shall have a power management software package suitable for Windows.

8) Basis of design: Basis of design is the APC UPS by Schneider Electric.
K. MISCELLANEOUS REQUIREMENTS:

1. All material shall be new, unused and actively marketed for new applications when shipped for configuration. All acquired hardware and software shall be registered to “THE OWNER”, as user, and “Owner’s Company’s Name”, as the organization.

2.3 SCADA SOFTWARE

A. GENERAL

1. Description:  The SCADA software package shall support dual core and multi-processor CPU’s.  The SCADA software shall be part of a complete SCADA system.  This system shall include personal computer(s) and industry standard networking hardware.

For most applications, all the functionality that is native to the SCADA software will be sufficient for the tasks required.  If the current application meets this requirement, then leave the following paragraph.  Otherwise delete.

2. Core SCADA functionality:  All core SCADA functionality offered, such as communications drivers, graphics capabilities, reporting, historical storage, trend and alarm displays and the development environment are offered as a single integrated software package or suite of packages.  The software must be designed with the ability to make changes to the graphics while the system is running.  Shutting down the system for graphic changes is not acceptable.

Some applications may require additional software to complement or replace functionality provided by the SCADA software.  If this application requires additional software, then leave the following paragraph, and indicate the requirements, as shown below.  Otherwise delete

3. Core SCADA Functionality: The specified SCADA functionality shall have communications drivers, graphics capabilities, reporting, historical storage, trend and alarm displays and the development environment offered as a single integrated software package or suite of packages.  The software must be designed with the ability to make changes to the graphics while the system is running.  Shutting down the system to make graphics changes is not acceptable.  Additionally, software will be supplied to augment, or replace functionality of the software package:

a. <Insert Software package and functionality>
4. Operating Systems: As a minimum, the SCADA software shall run development and runtime implementations on the following Microsoft operating systems.

a. Windows 2000

b. Windows 2003

c. Windows XP

5. Multiple operating systems:  The SCADA software shall be capable of being implemented on any combination of the specified operating systems.  For example the SCADA server may be implemented on a 2003 Windows server platform, the clients on a Windows XP platform and the development performed on a Windows 2000 platform. 

6. Windows Services:  It shall be possible to run the SCADA software as a service under Windows.

7. Global Database:  The SCADA software shall be configurable as a single global database regardless of the number of nodes in the system. Configuration changes to the global database shall be made at any node on the system, and in a manner that is completely transparent to the user.  Each SCADA node shall either access the database locally or remotely in a file serving environment.
8. Application size:  The SCADA software and engineering configuration shall initially be priced based on the following criteria:

If one server is used, or redundancy is not required, then delete the words “Configured fully redundant”

a. SCADA servers: 2 (Pick a number) Configured fully redundant which will also function as operator stations.

b. SCADA operator stations: In addition to the operator stations that double as servers, the project will require 5 (Pick a number) additional operator stations.

c. External Data tags: External data tags are any data that is read from PLCs, Operator Interface Terminals, DCS's, or other controller.  The number of data tags required on this project is 1,500 (Pick a number).
d. Internal Data tags:  Internal data tags are those used within SCADA software to perform internal calculations.  Internal data tags are also used to exchange data between operator stations and server databases.

e. Casual view users.  Casual view users are operators that will require only infrequent viewing privileges from local or remote networked desktop computers.  This project requires a total of 30 (Pick a number) users, or which a maximum of 5 (Pick a number) simultaneous casual view users will be allowed at any time.

f. Configured Graphics pages:  The project shall be designed for 30 (Pick a number) graphics pages

g. Alarms:  The project shall be designed for 300 (Pick a number) alarms.

h. Trends:  The project shall be designed for 1,500 (Pick a number) trends.

i. Software Expansion:  The software shall also be capable of expanding to support at least 255 (Pick a number) workstations (nodes) simultaneously running the same project database as a single integrated system (Expansion of the system shall be possible with the addition of non-proprietary hardware).

B. CONNECTIVITY:

1. Description:  The SCADA software shall employ I/O Servers to manage the reading and writing of data from PLC’s, RTU’s, and DCS’s.  The I/O Servers shall provide the data on request to any client on the Network.

2. General I/O Server capabilities:  The I/O servers shall have the following:

a. PCs running I/O servers shall have the same graphical display capabilities of any other display station on the network.

b. The I/O Servers shall maintain a cache of data for a configurable time, such that requests from multiple display station clients do not generate unnecessary requests to the field controllers and will read from the I/O Server cache and not directly poll the field devices.

c. The SCADA software shall support Primary and Standby I/O Servers to provide automatic redundancy in the event of a Primary I/O Server failure without any user intervention or special scripting required. This switch over from a Primary to a Standby I/O Server shall be accomplished in under 1 second when a communication failure is detected. The system shall support automatic switching of I/O communications at least 5 standby I/O servers for a single field controller if installed at a latter date.

3. As a minimum the software shall be provided with the following connectivity options to 3rd party programs or databases:

a. OPC Client

b. OPC Server

c. ODBC Client

d. ODBC Server

e. DDE Client

f. DDE Server

g. Open API

1) Open API shall allow third party applications written in C, C++, C#, VBA, Pascal or Fortran access to tag, alarm and trend data. This API shall support the standard SCADA security model provided and should allow both read and write access to the SCADA data.

4. Custom Driver Generation:

a. The SCADA software vendor shall have a package available that allows the generation of user-written device drivers. The package shall include source code for various types of working drivers that are similar to the requirements of the user (e.g. Serial Driver, TCP/IP Driver, report by exception, proprietary board etc).

C. COMMUNICATIONS

1. Description:  The SCADA software shall be capable of communicating to PLCs connected to the network, remote PLCs, I/O servers, and other devices on the network.

2. General communication capabilities.  The SCADA software shall have the following communications capabilities:

a. Support of redundant communication paths to field controllers, and provision for automatic changeover to the standby path in the event of a communications failure.

b. Support of communication to redundant field controllers.  If a primary processor fails, the software shall automatically detect the failure and switch to communicating to the standby processor. This shall require no user intervention, special scripting or use of redundant tags within the software.

c. Built in diagnostic alarms shall be provided with the system that will automatically notify the operator of the failure of any communications path.

d. A package of communication drivers that shall include the following as a minimum:

1) Modbus Serial

2) Modbus over Ethernet (TCPIP)

3) DF1 Driver

4) EthernetIP Driver

5) DH+

6) Profibus Driver

7) Siemens S5 and S7 family of controllers Ethernet Driver

8) GE Fanuc 90/30 and 90/70 Serial and Ethernet Drivers

3. Dial up communication capabilities:  The system shall support dial up communications with the following capabilities:

a. Built in support for a polling schedule where a user configures a telephone number and a time schedule. This schedule must be able to be overridden by an “on demand” poll at runtime. The configuration shall be form based and not require user scripting.

b. Support remote field devices initiating an unsolicited dial back into the system.  The system shall automatically identify the communications protocol of the field device dialing in, establish communications and obtain the relevant data.

4. Communication re-establishment:

a. Despite the failure, upon re-establishment of communications all historical alarm, event and trend data archived by the remote field device (RTU) shall be automatically backfilled into the native SCADA alarm and trend history files. The data shall be fully viewable via the standard SCADA alarm and trend viewers.

D. SECURITY

1. Description:  Security features shall be fully integrated to allow only users with appropriate security levels access to individual parts of the system.  

2. Security Capabilities:  The SCADA software shall have the following:

a. Encrypted passwords that are checked on the server side.

b. Passwords hidden in both the configuration and runtime environments to ensure that other personnel cannot access another account.

c. Monitoring and logging of each control action of each user. This shall include all operator control actions, including system log in and log out.  The sequence of actions shall be viewable within the SCADA package and also stored in an external open file format (e.g. txt, csv, dbf, sql) for later analysis.

d. Automatically log out a user after an adjustable time period.  Logging out a user will only cause the system shall revert to a view only security status.  Logging out will not shutdown the system.

e. A minimum of 8 privilege levels for each user. The software shall ensure that a user has access to all tasks for his privilege level. If the user does not have the correct privilege for a task a message will indicate insufficient privilege.

f. Assign each graphic object to a plant area, define the privilege level, define whether operator input is enabled or disabled, and if the object will be visible or not based on the operator’s current privilege levels within the plant area.

g. A mechanism to restrict access to different areas of the plant for each individual user or group of users.  There shall be a minimum of 255 different plant areas.
E. GRAPHICAL DISPLAYS

1. Description:  Graphical displays are windows that are used to represent part or all of a process in a graphical manner.

2. General Graphical Display Capabilities:  The SCADA software shall have the following graphical display features:

a. Unlimited number of graphical displays:

b. Capable of a minimum of 2000 analog variables, with real time updates of less than 500ms (for all data to appear or change on the page)

c. Capable of automatically re-sizing to match the screen resolution of the computer on the network, irrespective of the resolution the pages were developed in or configured for, and irrespective of whether vector or bitmap graphics are used on the page, without shutting down the SCADA software, without recompiling, and without having multiple copies of graphic pages for different resolutions.

d. Support a screen resolution of up to 4000 x 4000 pixels.

e. Support full 32 bit graphics, and capable of displaying images from 3rd party packages for use within the SCADA displays, including animating and color flooding the image

f. Capable of pop-up windows for trends, loops, device status, and device control by clicking on hot spots or objects on the main graphics page. 100 simultaneously opened popup display windows shall be supported by the graphics display system.

g. Inclusion of page name, current time and date together with details of the last 3 alarms that have occurred on all graphical displays.

h. Ability to allow the user to navigate around the graphics system utilizing a variety of navigation methods.

i. Ability to have Hot Key links to specific graphics pages from the keyboard.

j. Windows style navigation menus allowing access to any configured page in the system from any other page.

k. Configured with “hot spots”, where as a user can click on the area and drill down into a detailed view (if available) of the plant area.

l. Ability to display communication loss for a particular I/O point wherever that data is displayed in the software.

3. Dynamic Objects:  Dynamic objects are symbols that visually change when a property, tag or expression changes.  Dynamic objects shall be as described below:

a. Support the following graphical dynamic objects as a minimum:

1) freehand lines

2) straight lines

3) poly-lines

4) rectangles (including the latest curved corner style)

5) ellipses

6) pie slices

7) text

8) buttons (of the latest WinXP style)

9) 3D Pipes

10) Bitmaps

b. Dynamic objects shall have a series of properties that can be used independently or concurrently.  Each dynamic object shall have the following properties:

1) Horizontal, Vertical and Rotational movement

2) Up, Down, Left or Right Level Fill 

3) Gradient Level Fill

4) On-Off, Multi-State, Integer, Threshold or Gradient Color Change 

5) Horizontal and Vertical Size

6) Visibility

7) Keyboard Input

8) Touch (Mouse Up, Down, While Down) input

9) Horizontal and Vertical or Rotational Slider

10) Ability to disable the object based on security levels.

11) Popup information in a “tool tip” form by rolling the mouse over the object

4. ActiveX:  The SCADA software will be an ActiveX container and allow for insertion of ActiveX objects into standard graphics pages. The SCADA software shall interact with ActiveX objects in the following ways:

a. Dynamically change properties of an ActiveX object via a Tag from an I/O Device

b. Dynamically change properties from SCADA software high level language.

c. ActiveX object to trigger actions in the SCADA software based on events in the ActiveX Object.

d. ActiveX property values can be read by the SCADA software.

5. Live Video: The software shall support full screen live camera video, and video from disk (MPEG, AVI) concurrently with screen displays without interruption to data collection. Update times in the Process Control System windows shall not be affected.

F. DISPLAY CLIENT

1. Description:  Display clients shall connect to the individual station servers to allow personnel on the network to view graphics pages, alarms and trends from all the compressor stations simultaneously.

2. General display client functionality:  The display client shall have the following:

a. Response times less than 2 seconds to access any real time data on the network.

b. Support casual web browser clients so that personnel on the WAN can have access to the system with the correct security settings. The web browser client shall have the following:

1) Identical functionality to the standard client software including but not limited to graphics displays, trend pages, alarm pages and system security.

2) Support view and control capabilities, controlled by both login security and license types.

3) No requirement for additional engineering or specialized software other than a web server such as MS IIS or Apache Tomcat. The standard graphics pages, alarm pages and trend pages used for operator display stations shall be available via the web browser clients without any additional engineering requirements. Configuration changes shall be automatically recognized and used by the web clients without any additional engineering.

4) Browser clients shall support page changes of under 2 seconds and data updates of under 500ms on the corporate WAN.

G. ALARMS

1. Description:  Alarms are meant to alert and operator of an abnormal condition.  They are logged, and often times require operator intervention.

2. General Alarm functionality:  The alarm functionality shall have the following:

a. No software limit to the number of alarms supported

b. A minimum or 100 million alarm summary events shall be stored in the native trend archive to recall through standard trend display screens.

c. Acknowledgement on one operator station shall be globally acknowledged and as such shown as Acknowledged on all operator stations. This shall be configured as one common database, with no other programming necessary to enable global acknowledgment of alarms from any PC on the network.

3. Alarm Types:  The SCADA software shall monitor analog and discrete variables and calculated conditions, and determine if the variable is in an alarm condition.  The SCADA software shall perform the following:

a. All analog alarm conditions shall have adjustable dead bands and delay timers to minimize nuisance alarms. All analog alarm properties shall be adjustable without the need to shut the system down.  For each Analog Tag, an alarm for each of the following conditions shall be assignable:

1) LOW-LOW, 

2) LOW, 

3) HI, 

4) HI-HI

5) Deviation LO

6) Deviation HI

7) Rate of Change

b. Discrete alarms shall have an assignable alarm for each of the following:

1) Variable ON

2) Variable OFF

c. Multi-Digital Alarms based on a combination of discrete tags.  Any combination of states of the discrete tags may be configured to be an alarm. Furthermore, alarming will occur whenever a new alarm state is encountered.

d. All alarm processing shall have the facility for time stamping and can track time to a precision of 1 millisecond.

4. Alarm Display:  Alarm display shall have the following:

a. Depending on user’s log-in privileges, it shall be possible to display or acknowledge any alarm and/or the most recent alarm on any page.

b. Alarm shall be configurable in multiple levels. The color of the text of the alarm message shall indicate priority.  Text color shall be configurable by engineers.

c. Sound indication for each alarm category shall be configurable. This must be possible at each node via internal or external speaker. The sound indication shall support the playing of any standard .WAV file.

d. Provided with a standard alarm user modifiable display page. The alarm page shall allow for scrolling of alarms, and acknowledgment of individual alarms or all alarms on the page

e. Possibility to display the following information for each alarm as it appears on an alarm display page:

1) Alarm Tag Name

2) Alarm Description

3) Value of the Variable

4) Trip point

5) Alarm Status - Disabled, Acknowledged, Unacknowledged

6) Alarm Category or Priority

7) Alarm Priority

8) Time & Date

9) Privilege

10) Category

11) Operator Comments

12) Value of any Tag or result of any calculation.

f. Ability to display each alarm state in a different color (including flashing colors).

g. Support for both proportional and fixed fonts with all alarm fields displayed in properly aligned columns.

h. Based on user’s privileges, it shall be possible to disable alarms on individual basis, by page or by alarm category or all alarms.  A disabled alarm page shall indicate to every user what alarms have been disabled.

i. Based on user’s privileges, it shall be possible for user comments to be attached to any alarm. These comments shall either be displayed with the alarm or by clicking on the alarm.

j. Possibility to automatically display any graphic display when an alarm occurs or to dynamically change the appearance of any graphical object based on whether an alarm is On, Off, Acknowledged, Communications Error or Disabled.

k. A mechanism for operators to dynamically define filtering of alarms by alarm name, tag name, date /time range, state or type

5. Alarm Logging:  The following alarm functionality shall be provided:

a. The alarms shall be able to be logged to any designated network or local printer, disk file or database with alarm text, time and date labels.  Alarms shall be printed or filed in a user-configurable format.  The software shall be able to redirect printing to another printer while the system is on-line.  

b. It shall be possible to define a different method of logging alarms for each alarm category. It shall be possible to define if alarms are to be logged when the alarm transitions to ON, to OFF or on Acknowledgement.

c. Alarms that are logged to disk shall be viewable while the system is online or offline without interrupting data collection. The software shall not limit the number of alarms logged to disk. The alarm logging shall be capable of logging an instantaneous burst of at least 4000 alarms without losing a single alarm.

6. Alarm Redundancy:  All alarm calculations and management shall be performed in the Primary Server. The software shall automatically ensure that if the Primary Server fails, all alarm functions shall continue to operate normally in the standby server. The software shall automatically generate a diagnostic alarm to indicate that the Primary or Standby Server has failed. Adding, deleting or modifying alarms shall not require any changes to the software that handles the redundancy. On restoration of a failed Server, the historical alarm history must synchronize between the Primary and Standby servers so that there are no miss matches in historical alarm history.

H. TRENDS

1. Description:  Trends are a collection of data points over time.  When viewed over time, the trends will indicate general progression of the data.

2. General Trend Functionality:  The software shall have the following functionality.

a. The number of trends collected shall not be limited by the software.

b. The software shall be capable of logging historical trend information at configurable sample periods from 1 Millisecond to 24 Hours.

c. Trend data shall be stored in a circular file system with the number of files, the size of each file, the sample period, file location, privilege and area being user definable individually for each trend. File names and paths shall support file names up to 255 characters in length.

d. Every tag defined in the system configuration shall be trended. Each trend shall contain a minimum of seven years historical data at a 10 second sample rate. The trends shall be maintained online for operator call back without the need to backup or restore history files.

3. Trend Display:  The software shall have the following in its native functionality:

a. Each operator and login shall be able to see their own fully customized trend pages. These pages must be customizable on line by each user in a drop and drag manor. Any setting available to be made in a configuration environment shall be available to the user to modify the trend graphs in run time. These include the color, scaling, pen selection as examples.

b. Line graphs with time on a linear, continuous horizontal or vertical axis and the trended variable on the vertical or horizontal axis. Resolution of each graph shall be to within 0.1% of full scale.

c. Where more than one variable is displayed on the same graph, the pen color of each variable and associated information shall be displayed in a different color.

d. Each trend graph shall be capable of displaying a minimum of 32 trend pens with adjustable time base to one second samples and shall be capable of viewing the entire archived trend history.

e. Historical system alarms shall be able to be overlaid on the trend pages showing the alarms state transitions.

f. A standard graphics page shall support a minimum of 100 individual trend windows embedded within the display so that an overview of multiple site levels can easily be produced.

g. Possibility to trend multiple pens or multiple plots of the same pen over various time spans for comparison purposes (i.e. previous day to today’s results).

h. Each pen shall display individual ranges and engineering units. Each pen shall be scalable for display purposes independent to each other pen displayed on a page.

i. Include the capability to pan backward and forward within a selected time range to read the exact value of any displayed variable, by selecting a point on the graph or chart. The system shall display historical information as far back in time as desired, with all information being displayed within 1 second.

j. The trend display shall be dynamic, scrolling through time, with the capability to ‘replay’ or scroll through historical time as well as current time. There shall also be the capability to stop the automatic scrolling of the trend for detailed analysis of a point in history. Pens on the same pane shall be able to be separated both in the time axis and the range axis.

k. The trend display shall have a minimum of 2 slide wire that can be moved over the page.  The slide wire will provide indication of the date, time, and value at the intersection of the slide wire and the trend point.

l. The software shall provide "zoom" and "pan" facilities for both the trended variable range and the time axis range. The "zoom" facility shall allow an operator to compress or expand the axis range whilst the "pan" facility shall allow an operator to shift the origin of the axis. The software shall allow a user to define any zoom area by dragging a mouse across the trend.

m. The software shall make available trending data from the historical database for export to disk files or external databases. It shall be possible to define the section of the trend to be exported by clicking and dragging the mouse across the trend. Data shall be exported to csv, dbf or txt formatted files. It shall also be possible to export any portion of the historical trend database via ODBC, DDE, dbf, CSV and TXT formats.

n. The software shall provide the capability of printing out either instantaneous or historical based trends on the designated trend printer. The software shall have the capability to perform a trend print (not a screen print). The trend print function shall print to the printer using objects, not bitmaps. The trend printout shall include the engineering units and ranges for each trend, a trend grid and the time base for each trend. Each trend shall be identified by a different line style (i.e. dotted, dashed, solid etc) on monochrome printers, and a different color for color printers.

4. Trend Redundancy:  Trend collection and management shall be performed utilizing primary and standby servers; both shall contain all the historical trend information. If the primary server fails then the standby server shall ensure all trend functions continue to operate. Upon restoration of the primary, the standby shall automatically update the primary server such that there are no gaps in the historical trend data. No operator involvement shall be required. Failure of the primary and standby servers shall be monitored such that a failure at anytime will produce a diagnostic alarm.

I. DEVELOPMENT ENVIRONMENT

1. Description:  The development environment is the area that allows generation of graphic screens, alarms screens, tag database, trend screens etc.

2. General Development Environment Functionality:  The SCADA software shall include a development environment with the following:

a. An integrated development package utilizing menu driven, fill in the forms style configuration to develop the runtime system.

b. All development functions shall be available at every node on the system, and allow multiple users at separate nodes to simultaneously modify the same master database. A minimum of 5 simultaneous developers shall be supported.

c. Comprehensive on-line help shall be available for all development functions, the on-line help shall contain all information provided in the hard copy manuals.

d. A utility to back-up or restore an entire database including all graphic displays, configuration data and source code, as well as online configuration (such as menu navigation, trend groups and alarm groups), via a simple point and click method. The backup/restore utility shall prompt the user prior to over writing any existing files. The utility shall employ automatic file compression/decompression.

e. Ability to import field controller tag definitions shall be included as a standard feature.  Automatic updating upon a change of a definition in the I/O device tag names, addresses, ranges etc will automatically be imported into the SCADA software database. In addition it shall be possible to manually initiate the import of tag definitions at any time. The Tag import function shall be user configurable such that a user can specifically define which definition fields must not be overwritten or define how the import will operate. The import function shall support generic OPC data sources and CSV file imports in conjunction to native field controller programming software database imports.

J. GRAPHIC BUILDER

1. Description:  The graphic builder allows for development of graphic screens.

2. General Graphic Builder functionality:  The graphics builder shall be interactive and menu-driven, requiring no programming.  It shall consist of the following:

a. Directly import graphics and text in the following file formats:

1) Autocad DXF

2) Windows BMP

3) Windows Meta File WMF

4) GIF

5) TIF

6) PCX

7) TXT

8) DIB

9) RLE.

b. The graphics builder shall be capable of creating screens composed of both static and dynamic objects. To create these objects, the software shall provide sample screens and a set of standard shapes in a library. The developer shall be able to include these symbols by reference, or create new symbols/objects. 

c. The following Tools:

1) Grid and guidelines (which can be displayed on screen) together with snap to grid and snap to guidelines to assist in aligning objects precisely. 

2) Horizontal and vertical alignment together with even spacing.

3) Send to front/back. Bring Forwards one layer, Send backwards one layer.

4) Bitmap editing including pixel drawing, image resizing, image cropping.

5) Color swap from one color to another for a group of selected objects including colors within a bitmap. Color swap shall also include swapping a range of colors such as all reds to all greens so that shaded objects can be color changed without redrawing or re-rendering.

6) Editing of nodes on polylines that provides the addition or removal of nodes plus movement of nodes.

d. Unlimited “undo” and “redo” feature.

3. ActiveX:  The graphics builder shall be an ActiveX container.  ActiveX objects shall be inserted and edited in a visually interactive manner. It shall be possible to connect ActiveX properties to tags, allowing read/write between properties and tags without the need for script or code. ActiveX objects must have the same security as native graphics objects and ActiveX objects shall be visible or hidden based on the users’ privilege level.

K. CUSTOM SCRIPTING LANGUAGE

1. Description:  The scripting language shall be used to develop custom routines, and algorithms not supplied as part of the standard package.

2. Standard Functionality:  Scripting shall not be needed to develop any custom code to achieve standard functionality including redundancy failover, recovery and backfilling of historical data.

3. General Custom Scripting Functionality:  The SCADA software’s scripting functionality shall include the following.

a. An integrated high level language specifically designed for SCADA applications that shall be inherently multi-tasking and multi-threading.

b. Fully integrated and multi-threaded Visual Basic (VB) scripting.

c. Access to all field tags, alarms, graphics displays, database and ASCII files. The languages shall include functions with clear and precise syntax. The languages shall support user written functions and function libraries supported by the computer's operating system. The language shall have the capability to export or import data from other applications.

d. Creation of calculated (inferred) variables based upon formulae including constants, measured variables and other calculated variables. All facilities available for logging, reporting, trending, monitoring, controlling, alarming and displaying measured variables shall also be available for calculated variables.

e. Support of mathematical and Boolean operators including:

1) Addition

2) Subtraction

3) Division

4) Multiplication

5) AND

6) OR

7) XOR

8) NOT

9) Greater Than

10) Less Than

11) Equal

12) Parenthesis.

f. Support for the following mathematical functions:

1) Absolute

2) ArcCos

3) ArcSin

4) ArcTan

5) Cos

6) DegToRad

7) Exponent

8) Factorial

9) HighByte

10) HighWord

11) Ln

12) Log

13) LowByte

14) LowWord

15) Max

16) Min

17) Pi,

18) RadToDeg

19) Random

20) Round

21) Sign

22) Sin

23) Sqrt

24) Tan.

g. Prevention of any functions from interfering with proper SCADA functionality.

h. Permit users to create their own functions and integrate them in the language; functions shall be reusable without the need to copy and paste. It shall be possible to call the same function multiple times from different locations, with different parameters simultaneously.

i. Provisions to run functions automatically on start up, on page entry, on page exit, while a page is open, on button down, while button down, embedded in reports, alarm on, alarm off, on any keystroke, any keyboard entry on any mouse button click, etc.

j. Ability to test and debug the languages on line. The debug tool shall display the source code as it executes with a pointer identifying the current line of code being executed, the value of local and global variables and any output as the user single steps through the code. Facility to set break points, single step, step over sub functions, step out of sub functions and continue execution shall be included.

PART 3 -  EXECUTION

3.1 EXAMINATION

A. Examine areas, surfaces, and substrates to receive SCADA System and associated control panels for compliance with requirements, installation tolerances, <Insert Project-specific conditions,> and other conditions affecting performance.

B. Proceed with installation only after unsatisfactory conditions have been corrected.

3.2 APPLICATIONS

A. Select SCADA Software based on application type, tag count, type of node.  It is recommended that a manufacturer’s representative be consulted during the selection.

3.3 INSTALLATION

Coordinate this Article with Drawings.

Add requirements for special anchorage and seismic restraint if applicable.

A. Anchor servers, control panels, and other devices over 36 inches high and at least 19 inches across.

B. Ventilation slots shall not be blocked, or obstructed by any means.

C. SCADA Computers shall be installed in an environment as indicated by the computer supplier.  Insure that the computers are protected from exposure to high levels of dirt and dust.  Also

D. SCADA System Supplier shall insure that all cables are neatly routed and bundled.

3.4 IDENTIFICATION

A. Identify components, and wiring according to all applicable codes, standards and contract document sections.

3.5 FIELD QUALITY CONTROL

A. Field Service:

1. The SCADA system supplier shall provide a qualified service representative to perform the following:

a. Inspect wiring, components, connections, and equipment installation.

b. Assist in field testing of equipment 

c. Install and test SCADA software as detailed below

d. Install and test SCADA application as detailed below

e. Report results in writing. As detailed below.

B. Installation and Start-Up:

1. The SCADA System Provider shall develop a specific plan for the startup of the new SCADA system and for cutover of control to the new system. No startup or cutover activities shall be performed until the plan has been successfully approved by the Engineer. The sections below give some guidelines and suggestions for cutover.

Coordinate so that all control panels provided by under separate specifications are shipped to the FAT site for testing.  Insure that the cost for shipping to and from the FAT test is covered by the control panel suppliers.

C. Factory Acceptance Test (FAT):

1. Description:

a. Thorough testing and verification for all deliverable equipment, software, and associated documentation shall be performed on all SCADA System Provider proposed system components. The tests shall be performed to verify that the equipment is manufactured and assembled correctly, is operating as designed, and complies with the contractual requirements. The tests shall be performed to verify that the software and hardware will meet the functional and performance requirements of this document. The equipment shall be interconnected and subjected to comprehensive system testing that simulates field conditions and operations.  The Factory Acceptance Test (FAT) shall include the test and verification activities specified in this section.  The FAT will be attended by the Engineer. The FAT will be conducted by the SCADA System Provider.
2. System Configuration Verification:

a. Prior to beginning the Factory Acceptance Testing, the system/subsystem/elements shall be subjected to deliverable configuration and serialization verification. A copy of the System Inventory List annotated to reflect this verification shall be included with the Factory Acceptance Test Report. No equipment replacement or substitutions shall be permitted without rigorous quality control accounting and retesting of affected equipment.

3. Equipment Test and Verification:

a. Hardware Tests:

1) The Factory Acceptance Test shall include individual end-item verification and integrated tests of all hardware. These tests shall include visual inspection verification, running standard hardware diagnostic programs, and running all special diagnostic programs used by the SCADA System Provider to demonstrate that the hardware integration task has been completed.  Performance testing of all Individual Servers and Workstations, including demonstration of CPU, Memory and Storage functions shall be conducted.  All hardware enclosures shall be inspected. As a minimum, the following shall be inspected and verified:

a) Cabinet enclosures

b) Frame structure

c) Paint work and finish

d) Dimensions

b. Inspections:

1) As a minimum the following inspections shall be performed:

a) CFE and Console Panels physical layout

b) Power supply mounting

c) Power cable routing

d) Data cable routing

e) Wiring runs across hinges properly installed

f) Fans and blowers are unobstructed

g) Power conditioning correctly installed.

4. System Functional Test

a. Test Functionalities:

1) The functional test shall exercise and demonstrate the successful operation of every specified system function and shall include, but not be limited to, the following:

a) Rigorous exercising of all devices both individually and collectively.

b) Verification of proper scanning and data acquisition of all status and data points.

c) Verification of proper Control Strategy up/down loading to the PLCs/RTUs.

d) Demonstration of analog input, pulse input, and analog output accuracy.

e) Testing of all user interface functions.

f) Verification of all control operations to ensure that they result in the correct sequence of operation at all the PLCs/RTUs using the test PLC/RTU.

g) Simulation of communication error conditions and demonstration of error detection and handling.

h) All specified display types, reports, and operator/user procedures must be shown to be implemented and verified for accuracy.

i) Create and process device failure conditions including PLC failure, Operator Workstation failure, peripheral failures, etc. Special attention shall be given to creating failures in the middle of operator sequences and control actions such as:

j) Communication failure after a command is issued but before the result is recorded in the database.

k) Computer failure after a command is issued but before the result is recorded in the database.

l) Failure of a major communications component.

m) Incorrect operator entry in the middle of a multi-step action.

n) Operator Workstation failure in the middle of a control action.

o) Demonstration of all redundant functions and components.

p) Demonstration of all required alarm processing functionality, including audible annunciation.

q) Demonstration of all required historical capture, storage, and retrieval functions.

r) Demonstration of all required data logging functions.

s) Demonstration of all required IT interface functions.

t) Demonstration of all required device control functions.

u) Demonstration of all required database management functionality.

v) Demonstration of all required software support utilities.

w) Demonstration of all system diagnostics, both on-line and off-line.

x) Demonstration of correct operation of calculated quantities including totalized values

y) Demonstrate the proper operation of all changes to the system negotiated and approved during the implementation period.

b. Configuration Testing:

1) The Factory Acceptance Test for the support software shall include the following, as a minimum:

a) Demonstration of restoration of system using backup media.

b) Demonstration of system editing capabilities including the addition and deletion or modification of points in an RTU, displays, report formats, control strategies, and the modification of the database and all database parameters.

c) Demonstration of the editing of system parameters including timers, intervals, etc.

d) Demonstration of utility software facilities, including assembling, compiling, appending, and executing new programs. 

e) On-line program debug facilities shall also be demonstrated, including downloading of a program from the central system to a remote PLC/RTU.

2) The FAT shall demonstrate compliance to each section in this specification.  

c. System Performance Testing:

1) The System Performance verification shall demonstrate that the system meets the performance requirements specified in this specification.

5. System Testing:

a. The SCADA System Provider shall stage the entire system in an integrated Factory Acceptance Test.  The following system components shall be used for FAT.  All components shall be interconnected using the LAN equipment:

1) All Workstations provided by this Contract

2) All Printers provided by this Contract

3) All communication equipment and PLC/RTUs provided by this Contract, with final configuration loaded.  These PLC/RTU programs shall include all Communication Strategies for the individual communication channels.

4) Complete SCADA Server provided by this Contract

5) Web Server provided by this Contract

6) Historian Server provided by this Contract

7) PLC/RTU test set provided by the Integrator

6. Simulation Software:

a. The SCADA System Provider shall utilize software that simulates system loading conditions equivalent to the Steady State and Heavy load conditions defined in this specification.

7. 72 Hour Continuous Test:

a. After the successful completion of the functional testing specified above, a 72-hour continuous test of the system shall be initiated. The test shall be deemed successful if no system function is lost, no hardware or software failure occurs, and no module automatic failover occurs (unless instigated by testing efforts). Hardware failure is defined for this test as the loss of a major piece of hardware, such as a peripheral, monitor, processor, I/O board, etc.  Software failures will include, but not be limited to, server or workstation “lockups” or failure to respond to operator input.  During this test, the system shall be exercised with simulated inputs, events, and conditions in a manner similar to an operational environment.  No software "patches" or changes will be allowed to bypass failed modules during this test. Any software and/or hardware correction made to the system shall result in the mandatory rerun of the entire 72-hour test.  During the 72-hour period, at least 24 hours of unstructured testing shall be included, in which the Engineer or the end user’s representatives shall be allowed to operate the system without the SCADA System Provider's supervision (SCADA System Provider may observe).

8. I/O Point Checkout:

a. The SCADA System Provider shall perform a checkout of selected I/O points as the SCADA system is installed.  The SCADA System Provider will provide testing support at the Control Center.  As each PLC/RTU is switched to the new SCADA system, the integrator will test a representative sample of the I/O present on the PLC/RTU. Up to 25% of the I/O on each PLC/RTU shall be tested to confirm the database setup and HMI graphic connection. The SCADA System Provider shall verify the tested points at the HMI database level and on the configured SCADA system screens. The testing shall be witnessed by the Engineer or end user’s Representative. The quantity of points selected for testing shall be controlled by the engineer, and shall be sufficient to confirm proper database configuration. Should improper database configuration be found during the testing process, additional testing shall be conducted at no additional costs to the project.  Test signals shall be injected to verify the operation of the selected Analog Input (AI), and Discrete Input (DI) point. The signal injection point shall be at the field instrument for each Analog Input or Discrete Input. Each Analog Output (AO) and Discrete Output (DO) shall be also tested for proper operation, to the Final Control Element. End-to-end testing shall use the process graphic displays to verify proper operation of the I/O points all the way to the Operator Workstation control console. I/O point checks will also verify the proper configuration of the Historical Data Storage and Alarm/Event Subsystems on the SCADA HMI Software. I/O point checks shall utilize final communications system and SCADA network. The SCADA software must be fully operational in order to conduct this test.  The Contractor shall develop a complete I/O Point Checkout Test Procedure.  The test procedure shall identify the method to be used by the Contractor for verifying the I/O signals in each database location.  The Contractor shall develop a point checkout form for each I/O point. The point checkout form shall include the point ID, description, all checks performed for the point, date and time of the check, and a signoff block for both the Contractor’s representative and the Engineers’ representative. For each item checked, the form shall include both the expected value/result and the actual value/result witnessed.

1) For each analog input point tested, the following values shall be checked:

a) Value at 0% of full scale (ramped in both directions)

b) Value at 100% of full scale (ramped in both directions)

2) For each analog input tested and its associated alarms, verify that the testing signals are stored in the Historical Database, if the signal is designed for historical data collection, that each alarm is displayed on the alarm displays on the SCADA Software and that each alarm is shown on the hard-copy alarm log.

3) For each analog output point tested, the following values shall be checked:

a) Milliamp reading at 0% of full scale (ramped in both directions)

b) Milliamp reading at 100% of full scale (ramped in both directions).

4) For each analog output tested, verify that the change in each output is stored in the Replicated Database, Event Historian and that each event is shown on the hard-copy event log.  

5) For each discrete input point tested, the following items shall be checked:

a) For status points, proper indication

b) For alarm points, proper alarm notification.

6) For each discrete input tested, verify that the testing signals are stored in the alarm/event historian, that each alarm is displayed on the alarm displays and each event on the event displays, and that each alarm/event is shown on the hard-copy alarm or event log.

7) For each discrete output point tested, the following items shall be checked:

a) Proper operation

b) Actuation time-out alarm (if value is entered in database).

8) For each discrete output, verify that the change in each output is stored in the Event Historian and that each event is shown on the hard-copy event log.  The completed I/O Checkout forms for all points shall be included as part of the I/O Checkout Test Report to be prepared and submitted at the conclusion of all I/O checkout activities.

D. Site Acceptance Test (SAT):

1. A Site Demonstration Test of the functions, software, and performance shall be conducted after all system elements have been installed and the I/O Point Checkout has been completed. The system site demonstration tests shall be performed to verify complete operation of the system, requiring a repeat of much of the comprehensive system tests but with the equipment installed at the permanent sites, and shall include additional tests required to verify field installed equipment, which was not available during the FAT.  The SCADA System Provider shall:

a. Verify all the facility installations.

b. Demonstrate each functional requirement identified by the specification. This demonstration shall repeat the tests used during FAT, but using real rather than simulated conditions.

c. Demonstrate all equipment control functions, including the operation of automatic control strategies. Actuation of field devices shall be closely coordinated with facility operations.

d. Verify system performance parameters and system responses under field operational conditions.

e. Verify accuracy of documentation, especially operator’s manuals, software documentation, and general system operating instructions.

2. The SCADA System Provider shall provide the appropriate technical representatives for the execution of the Site Demonstration Test. The SCADA System Provider's test support personnel shall be qualified to resolve and correct problems encountered with the system during the tests.  In addition to test support personnel, the SCADA System Provider shall provide all test instruments and equipment necessary to troubleshoot any of the SCADA System Provider’s proposed system problems encountered. The Engineer reserves the right to increase the requirements for test support personnel if support by the SCADA System Provider is inadequate.

E. Demonstration

1. SCADA System Provider shall provide a qualified service representative to train Owner's maintenance personnel to adjust, operate, and maintain SCADA system as detailed below.

2. Site Availability Demonstration (SAD):

a. Test Requirements:

1) At the completion of Site Acceptance Test, the Integrator will conduct a Site Availability Demonstration (SAD) test utilizing all equipment, software, and services provided under this Contract in the normal day-to-day operation of the water treatment plant. During the test the system shall meet the availability criteria defined below and shall meet the performance requirements stated in the specification. SCADA System Provider personnel may participate in any and all parts of this demonstration as observers at the discretion of SCADA System Provider.

b. Scope of Test:

1) All equipment and software delivered with the system shall be subject to the availability measurements.

c. Test Equipment:

1) The Site Availability Demonstration shall be performed under field operating conditions. All functional and performance requirements specified in this document shall be met during the SAD.

d. Length of Test:

1) The system shall be subjected to Site Availability Demonstration evaluation for a period of not less than 60 days (1440 hours). If at the end of the 60 days, the system availability is determined to be less than that required, the test shall continue on a day-by-day basis, dropping off the oldest day's test results. This sliding window concept shall continue until the system passes the test or until 120 days time has passed, at which time the facility shall have the right to pursue other avenues as specified under the contract.

e. Preventive Maintenance:

1) During the Site Availability Demonstration period, the SCADA System Provider shall perform preventive maintenance of the type and the frequency of service defined in the SCADA System Provider-provided maintenance manuals.  The SCADA System Provider shall supply a recommended maintenance plan prior to start of the test.

f. Test Prerequisites:

1) Prerequisites to starting the SAD are successful completion of the Comprehensive System Test and the Site Demonstration Test and resolution of all outstanding Discrepancy Reports. In addition, the following documentation shall be on hand at the facility:

a) Final copies of O&M manuals

b) Final copies of System Operator's manuals

c) Final copies of System Administrator manuals

d) Final Record Documents (prior to conclusion of SAD).

g. Availability Definitions:

1) Availability Formula:

a) The system availability shall be determined using the following formula:

1.
Availability=Uptime/(Downtime+Uptime)

2.
Where the detailed definition of terms is as described below:

a.
Uptime means the total clock time from start to end of testing minus downtime and minus any suspension time that may be mutually agreed upon, as the testing is ongoing.

b.
Downtime accrues in three ways as defined below:

1.)
Downtime accrues when one or more system functional capability required by the Specification cannot be performed due to failure of equipment or software provided and/or installed by SCADA System Provider. For failures that occur outside of 8:00 AM to 4:30 PM Monday through Friday, a four-hour travel time allowance will be made before downtime begins to accrue. It is the SCADA System Provider's responsibility to arrange suitable communications to enable the facility to promptly notify SCADA System Provider of failures.

2.)
Downtime accrues if the same piece (or redundant pair) of equipment fails more than twice in the same 168 hour period or more than three times during the entire test. In other words, repeated failover to backup equipment will not be allowed even though each individual failover action is successful and no functionality is lost.

3.)
Downtime accrues if backup equipment remains unavailable for more than a twelve-hour grace period, allotted for repair, after the initial failure. Accrual begins after the grace period allotted for repair.  

2) System Availability Exclusions:

a) The following assumptions apply in the determination of system availability:

1.
All end user provided facilities and auxiliary support equipment are assumed to be 100% available. Any periods of failure of such equipment will be treated, therefore, as Uptime.
2.
Any downtime caused by actions of engineers or facilities personnel will not be counted.

3.
Outage of the system caused by malfunction of equipment not supplied by the SCADA System Provider will not be considered as downtime, unless malfunction of equipment was caused by a malfunction of the SCADA System.

4.
System downtime will not accrue for outages caused by failure of the facilities supplied power.

3) Test Suspensions:

a) The availability test may be placed in suspension on mutual agreement between engineer and SCADA System Provider for such reasons as:

1.
Performing preventive maintenance on an item that is not redundant.

2.
SCADA System Provider requires time to analyze a repetitive failure situation.

4) Record Keeping:

a) Records of system maintenance and equipment/software failure with the times of occurrence will be maintained continuously by SCADA System Provider personnel.

5) Corrective Action:

a) All failures shall be analyzed to the extent necessary to provide a viable explanation. Recurrent failures may require the use of sophisticated hardware failure analysis techniques or software simulation. All such analysis shall be performed by the SCADA System Provider. Where such analysis indicates that a design modification is in order, such correction shall be completed by the SCADA System Provider and incorporated in all systems provided under the terms of the Contract by either retrofit or replacement.  The availability demonstration shall be deemed successfully completed if the calculated availability for the system is equal to or greater than the specified availability requirement at the end of a 60-day period. If the calculated availability achieved during the demonstration period is less than that specified, corrective action shall be implemented, and the demonstration shall be continued until the required availability is met for 60 consecutive days (1440 hours).

6) Site Availability Demonstration Considerations:

a) The SCADA System Provider shall submit to the facility and engineer a recommended preventive maintenance schedule prior to the test run.  The downtime resulting from an intermittent failure that causes a system trip but does not preclude an immediate restart, will be limited to the time that it takes to restart the system. However, repetitive occurrences of intermittent faults in either the on-line or the backup equipment shall constitute system failure until the flaw is corrected.  Failure of backup hardware, if supplied, will not be considered downtime provided that this failure does not adversely affect the operation of the system. Uptime, under this condition, will continue while the backup hardware is being repaired.  Alterations to the hardware/software shall not be permitted without the engineers and facilities approval. Replacement of failed boards is acceptable.

7) Progress Reports:

a) The SCADA System Provider will maintain the official record of operating time, recorded incidents and disposition, maintenance action, and calculated availability. At the completion of system availability demonstration, the SCADA System Provider shall prepare a separately bound test report for Engineer to evaluate and approve.

8) Letter of System Acceptance:

a) Upon review and approval of test report, the Engineer shall provide a letter of System Acceptance, which will be signed by all parties and serve as designation of the beginning of the warranty period.

F. Cutover Sequence:

1. Installation, field testing and cut-over shall consist of a sequence of activities and tests conducted as the SCADA components are installed and integrated at the job site. [The remaining Cutover Sequence content will be customized based upon the individual client’s equipment and requirements]
G. Training:

1. Training Overview:

1) A comprehensive training program shall be provided by the SCADA System Provider covering the operation and maintenance of all elements of the SCADA System Provider’s proposed system.  Several specific requirements for the training program are listed below:

2) Training classes shall be tailored to the specific needs of the class participants.

3) For training classes conducted on-site, spare PLCs / RTUs, spare workstations, and the development workstations and Server may be temporarily installed in a training area to be designated by the Facility.

4) All training classes shall be completed prior to the start of the Site Acceptance Test.

5) All instructors shall be highly qualified for technical training with demonstrated expertise in not only SCADA system functionality but also professional training techniques. During training, instructors should have no other duties that would interrupt training. Training shall not be combined with other activities such as system configuration or startup.

6) Complete, professional, training materials shall be provided for all training classes including course outline and schedule, training manuals (in addition to system documentation), and review/testing materials.

7) Training courses shall be a combination of classroom and hands-on training. To the extent possible, hands-on training shall utilize components from the SCADA System Provider’s proposed system.

2. Training Plan

1) The training plan shall include complete descriptions of all training classes, a preliminary training schedule, a list of all proposed instructors along with resumes, examples of proposed training manuals, and a description of any special training tools available (simulators, self-paced modules, personal computer-based training, etc.).  The Engineer and Facilities staff will review the training plan for assurance that the training planned by the SCADA System Provider will meet the training needs.

3. System Specific Training

a. Training Manuals:

1) Comprehensive training manuals shall be professionally written to present the course material in a format that is easy to comprehend. The manuals shall serve as teaching aids during presentation of the training classes and shall additionally serve as reference material after the training has been completed. Portions of system documentation may be incorporated into training manuals provided that the overall manual achieves an instructional format.  If the SCADA System Provider proposes to use standard training manuals, these manuals shall be appended to reflect system characteristics specific to the projects SCADA System.

b. Required Training Courses:

1) Training courses shall be tailored to meet the specific needs of facility personnel. Class sizes shall be restricted to the number of students that can easily be accommodated. Classes that involve extensive hands-on activities (such as operator training, maintenance training, and software engineering) shall be limited to five students per class. Supervisor and overview courses may include up to ten participants. Sufficient sessions of each course shall be presented to satisfy class size restrictions and conflicts in facility personnel scheduling.  If the SCADA System Provider’s standard training curriculum includes applicable courses in addition to those discussed below, the SCADA System Provider shall also provide these courses. Following is a description of the categories of training to be provided.

a) Operator Training:

1. Training courses shall be presented that instruct the system operators in the efficient operation of all aspects of the SCADA. The course material shall include the general operation of the SCADA system, and the operation of the specific system features incorporated in the SCADA system. In particular, the operator training shall include instruction on the use of all operational functionality.

If the facility is going to rely upon a systems integrator for long term support, then delete the following section.

b) Software Maintenance Training:

1. Training courses shall be presented that will enable facilities staff to develop and maintain all aspects of the system software. Separate sessions shall be presented that deal with the following topics:

a. Process database development and modification

b. Historical database development and modification

c. Process display development and modification

d. Supervisory Control strategy development and modification

e. Report development and modification

f. General software maintenance, including system backup, restoration and archiving.

g. Calculation additions, alarm and event logging additions, Graphic display, report and trend additions 

h. Network training for adding additional equipment (printers, workstations, etc) or additional PLCs / RTUs and I/O from the SCADA Network

i. Adding, editing, transporting and testing of data sent to historical database system

j. Any Third party tools for accessing data from any database.
c) These courses shall address the procedures for the standard SCADA system software, plus material explaining the specific conventions and procedures used by the SCADA System Provider in developing the SCADA applications. The courses shall provide instruction in techniques for developing and maintaining current, comprehensive documentation for all applications.
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