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This section uses the term Contracting Officer, Contracting Officer's Technical Representative and/or Project Officer in specific locations within this section based on specific authorities granted each individual under the terms of the contract.  Any changes in these terms at specific locations within these specifications must be coordinated with the Contracting Officer.

SECTION 01355 - CONSTRUCTION SECURITY REQUIREMENTS
PART 1 -  GENERAL

Edit the following paragraphs, subparagraphs and sub-subparagraphs to suit the requirements.

1.1 RELATED DOCUMENTS

The first option is generally used on contracts for Government owned facilities.  The second option is generally used for leased facilities. "Special Contract Requirements" is synonymous with Section H of the Contract and is generally retained in all projects.  Coordinate the terms in the paragraph below with the Contracting Officer prior to finalizing this section.

A. Other general provisions of the Construction Contract, including [Contract Clauses and Section I, Provisions] [Supplemental Contract Clauses and Conditions] [Special Contract Requirements] [Insert other reference] and other Division I sections apply to requirements of this Section.

1. [Refer to Section, "Work Restrictions" for Contractor use of the premises]

2. [Refer to Section, "Temporary Facilities and Controls" for construction requiring temporary security specified herein.]

Consult with Project Officer to determine whether Contractor or NIH Locksmith will install permanent lock cylinders. Modify Section, "Finish Hardware", and cite here or include the instruction in this Section in Article, KEY CONTROL.

3. [Refer to Section <Insert section title> for removable construction lock cylinders and installation of permanent cylinders.]

4. <Insert additional related sections as appropriate>

1.2 SUBMITTALS

A. Provide a list of Contractor and Subcontractor personnel proposed to work on the Project Site as required in Article, "CONTRACTOR PERSONNEL".

B. Provide the resume and qualifications of the Construction Security Manager proposed for the project as required in Article, "CONTRACTOR PERSONNEL."

C. Vehicle Authorization Requests as required in Article, "Motor Vehicle Restrictions".

D. Electronic Security Memorandum as required in Article, "Document Control".

E. Weekly Schedule as required in Article, "Schedule".

1.3 GENERAL

A. The Contractor agrees on behalf of himself and all subcontractors that the following security regulations will be observed by Contractor and subcontractor personnel on the property.  The Contractor shall make it a specific provision of his subcontracts that these regulations be accepted.

B. The Contractor shall be accountable for compliance with the provisions of this Section by all individuals and entities employed by or under contract to the Contractor.

Revise the time in the following paragraph if required by the Project Officer.

C. Notification:  Notify the [Contracting Officer] [Project Officer], or a designated representative, not less than 48 hours prior to performing work in a restricted-access area as defined by the NIH.  Include the following:

1. Companies:  Name of each company performing the work.

2. Personnel:  Name, social security number, date and place of birth, citizenship and, where applicable, visa status of each individual who is to work.

3. Time:  The exact time, date, and hours of work.

4. Areas:  Specific areas of the building in which work is to be performed.

D. NIH Security Plan:  All persons employed within the boundaries of the property or restricted-access areas therein, and all persons permitted to enter such property and areas shall comply with the security regulations that have been established for this Contract.

The Security Plan will be included as a part of the Bidding Documents.

1. The Contractor will be provided with a copy of the current "Security Plan for Contractors employed by the National Institutes of Health and/or other Governmental Agencies on Behalf of the National Institutes of Health" (hereinafter called "The Security Plan" [prior to the Notice to Proceed] [prior to commencement of the Work].

a. The Contractor shall, within <insert number of days> days of receiving the Security Plan from The NIH, provide a copy of the Security Plan to each subcontractor or other entity to be engaged in the [Contract] [Project], and shall furnish evidence satisfactory to the Project Officer that this has been done.

b. The Contractor shall maintain all current amendments or modifications of the Security Plan and shall, within <insert number of days> days of receipt from The NIH, distribute copies thereof to all holders of the Security Plan.

2. The Security Plan defines both physical and administrative security procedures for the duration of the [Project] [Contract]. The Plan provides a guide to define the level of security required for the [Project] [Contract], and outlines an approach to overall security that is consistent with the goals contained in existing NIH regulations and policies.

3. The Security Plan seeks to achieve the following security goals:

a. Screen contractor workforce consistent with NIH policies and procedures.

Edit paragraph below if distribution is to be specified in more detail here or later in this Section (See Article,  DOCUMENT CONTROL)

b. Limit Project information distribution and Compliance with Confidentiality Non-Disclosure Certification to authorized persons and entities to the extent directed by the [Project Officer] [Division of Public Safety] <Insert other source here> .

1.4 CONTRACTOR PERSONNEL

A. Upon [commencement of the work] [receipt of the Notice to Proceed] under this Contract, the following security procedures will apply:

1. The Contractor shall provide information about all Contractor and subcontractor personnel and others who require continuing access to the site, before access is required and when access ceases.

2. No interviews of prospective Contractor employees shall be conducted within the project site or NIH property.  The Contractor and subcontractors will be required to maintain a field office, outside the project site or NIH property, for all public contacts.  Applicants for employment and other persons not entitled to access to the project site shall be required to contact the Contractor or subcontractor at these offices.

Retain the following sub-subparagraphs as applicable for the requirements.  Edit and revise times, if directed by the Project Officer.

3. Within 10 calendar days after the award of the Contract, the Contractor shall submit a list on the Contractor's letterhead stationary of all employees, subcontractors and their employees, and others who will perform work or otherwise require access to the site.  Personnel shall be listed in alphabetical order by company.  The list shall include the full name, social security number and date and place of birth, citizenship and, where applicable, visa status for each individual.

4. Name of any employee added later to the original list shall be submitted with the same information on the Contractor's letterhead stationary at least 8 calendar days in advance of the date of access by the employee.

5. The Contractor shall notify the Government in writing when personnel are no longer employed by the Contractor or a subcontractor.  Individual's name, social security number and date and place of birth, citizenship, visa status where applicable and company who employed the individual, shall be included.

6. Each company or entity with personnel assigned to this Project shall ensure that all such personnel undergo a personnel security screening to determine their suitability for access to NIH facilities, information and data.

Include and/or edit the following two sub-paragraphs as directed by the Project Officer

a. The Security Plan establishes two levels of contractor personnel involvement: those involved in sensitive duties; and those not involved in sensitive duties. The NIH will use two different screening processes accordingly.

b. Completion of a background questionnaire and assorted forms ("long form screening") as well as a credit check is required for:

1) Contractor personnel with direct management responsibilities on the [Contract] [Project].

2) Contractor personnel with direct management responsibilities on the [Contract] [Project] and/or requiring access to "Law Enforcement Sensitive" or other NIH-designated sensitive information.

c. A police check (single, "short form" screening) is required for all other contractor personnel working on the Project.

d. In addition to other disqualifying factors as determined by the NIH, the following shall apply:

1) Conviction for tax evasion may disqualify contractor personnel being considered for sensitive positions.

2) A history of acts of violence, arrests for firearms or explosives violations, illegal alien status, or any felony convictions will disqualify contractor personnel from working on this [Contract] [Project].

7. The Contractor shall notify the DPS Police Branch of any change in personnel assigned to the project site, including changes in employee status such as [disciplinary actions,] [terminations of employment,] [civil or criminal charges,] [Visa status, if applicable] <insert other conditions>.

8. The NIH reserves the right to require the removal of any Contractor employee from the project site if the employee is deemed a security risk by the Division of Public Safety.

9. In order to permit the NIH Division of Police to supply badges for on-site personnel, the Contractor shall cause each individual to complete a personnel identification form.  These forms will be provided by the NIH to the Contractor at the pre-construction conference.  Processing of the forms will be performed by the NIH at NIH expense.

Retain the following sub-paragraph. Edit and revise times, as directed by the Project Officer.

10. At a time designated by the Contracting Officer or when an individual reports to the site for work the first time, a period of at least 2 hours will be required for security processing, including review of identification forms and fabrication of a permanent badge.  Personnel will then be permitted to go to work without further processing of identification forms by the Government, but at least 15 minutes should be allowed each day for signing in with security to obtain access to the site.

11. The permanent badge furnished by the NIH to each Contractor employee or other person granted access to the site will serve to authorize the wearer to enter and leave the project area.  The badge must be worn so as to be clearly visible at all times when on the work site.

Include the following sub-paragraph if the project site is accessible without entering the main campus or other parts of the NIH property, and The NIH will issue a badge only for access to the project site

12. [Access to other parts of the NIH property will be subject to the screening procedures applicable to visitors under the Alert Level in effect as determined by the Department of Homeland Security.]

13. The badge will be retained by the individual as long as he requires continued admittance to the site, but the Contractor will arrange for its immediate return to the Government when such need ceases. [Temporary or visitor badges will be provided for persons who are identified as having an infrequent or temporary legitimate business need for access to the site.]

B. Construction Security Manager.

1. Construction security manager shall be designated by the Contractor for the duration of the project.  The CSM must report directly to an officer of the firm and not to the site superintendent and must be given the authority in writing to implement the designated security plan, policies, procedures and directives given by the NIH Police on the project.

Coordinate required number of years experience with the NIH Division of Police.  This information will be determined based on the size, complexity, or sensitivity of the project.

2. Individual must have a minimum of <Insert the number of years experience required> years experience in law enforcement or security The individual must be familiar with the requirements of the Department of Homeland Security threat levels.  NIH Division of Police will define the NIH responses to the various threat levels to the successful contractor.

3. Must be fluent in English, both orally and in writing.

Coordinate with the NIH Division of Police to edit the requirements in the following paragraph based on the size, complexity or sensitivity of the project.

4. The individual must [undergo a U.S. Government Background Investigation] [possess and maintain a U.S. Government "Secret" security clearance] [possess and maintain a U.S. Government "Top Secret" security clearance] so as to receive sensitive security related information from the NIH Police.

5. The individual must be capable of understanding potential security problems, exploring issues and developing efficient and effective solutions.

6. The individual must possess good interpersonal skills and be capable of working with a variety of organizations, including the NIH, other Federal Agencies, local law enforcement, and the private sector.

Coordinate with the NIH Division of Police for input on editing the following paragraphs.  The determination of which of the paragraphs to use will be provided by the NIH Police based on the scale, complexity and sensitivity of the project.  Typically, small and routine projects will use the first paragraph and larger, more complex or more sensitive projects will use the second paragraph.

7. In addition to implementing and managing the construction security program for the project, the construction security manager may perform other management-level duties within the firm.

8. The only duties and responsibilities of the construction security manager are to manage and implement the construction security program on this contract.

The general and specific duties and responsibilities of the construction security manager will be defined during design by the NIH Police and included in this section.

9. Duties and responsibilities of the construction security manager include but are not limited to:

a. <insert specific requirements and duties as defined by the NIH Police>

C. All personnel engaged on the [Project] [Contract] will be required to execute a National Institutes of Health Confidentiality Non-Disclosure Certification [a copy of which is included at the end of this Section] [copies of which may be obtained from <insert the source>].

1.5 SECURITY PROCEDURES

A. Upon [commencement of the work] [issuance of the Notice to Proceed] under this contract, the following security procedures shall apply to the Contractor and all subcontractors.

Retain the following sub-subparagraphs that apply.  Edit for specific requirements.

1. Contractor personnel shall not enter the [project site] [NIH campus] [building] without appropriate badge.

2. For work outside "work hours" as defined in the Contract, the Contractor shall give the Contracting Officer or his designated representative at least 3 calendar days notice.  This notice is required so that [security escort] [security arrangements] may be provided and is separate and distinct from any notices required for utility shutdown or other outages.

Coordinate this provision with Division 1 Section "Construction Progress Documentation."

3. The NIH reserves the right to restrict photography of the Project or other areas of the NIH premises.

a. Cameras are not permitted without written permission from the Contracting Officer or his designated representative.  If approved, permission will be granted in writing and will provide additional guidelines.

Retain the following sub-paragraph when the project is in leased or non-NIH facilities

4. In addition to these NIH security requirements, the Contractor shall observe the security requirements of the property owner.

5. Personnel may be subject to inspection of their personal effects when entering and leaving the [facility] [building] [Project Site].  In addition, unscheduled inspections of personnel may be made while on site.

6. The NIH reserves the right to close down the project site and order Contractor personnel off the premises in the event of a national emergency or a shut-down, for as long as the national emergency or shut down exists.  The Contractor may only return to the site with written approval from the Contracting Officer or his authorized representative.

1.6 MOTOR VEHICLE RESTRICTIONS

For projects located in properties not owned by the NIH, the Project Officer will provide instructions for this paragraph. For all projects on NIH property, select from the following:

A. For motor vehicle restrictions in effect under this contract, see Section H of the Contract.

B. Vehicle authorization requests shall be required for any vehicle entering the site, and shall be submitted 24 hours before the date and time of access.  Access shall be restricted to picking up and dropping off materials and supplies [and, with a permit issued by the NIH, to parking in designated areas.]

C. For vehicle inspection procedures, see Section H of the Contract.

1.7 PARKING

A. For parking restrictions in effect under this contract, see Section H of the Contract.

Retain and edit following paragraph as directed by the Project Officer

1.8 GUARDS

A. The Contractor shall provide unarmed guards at the Project Site [twenty-four hours a day, seven days a week] [after construction hours] <Insert other times>

B. The Contractor's guards shall be subject to the personnel clearances described in Article, "CONTRACTOR PERSONNEL".

C. The Contractor shall install such devices or equipment for confirming [and documenting] guard rounds as needed to ensure systematic checking of the premises.

D. The Contractor shall equip guards with communications devices and shall develop procedures for reporting events as directed by the NIH Division of Police.

Add any other detailed information needed to ensure that Contractor provides adequate protection of the project site.

1.9 KEY CONTROL

A. Control of keys and lock combinations is essential for NIH security.  Do not allow keys to be duplicated or removed from Project Site, nor allow lock combinations to be divulged without specific written advanced authorization from Project Officer.  Such loss of control, observed or suspected by Project Officer, will result in requirement to change locks involved at Contractor's expense.  Provide duplicate keys and lock combinations to Project Officer, as requested for the purpose of security inspections and emergency actions; include keys/combinations needed for unrestricted access to every area and element of Project, tool boxes, parked machines, storage units, and similar items.

Consult with Project Officer to determine use and wording of the following Paragraph and whether to insert these instructions in this Section or Finish Hardware Section. Also modify Article, RELATED DOCUMENTS, accordingly

B. [Contractor shall turn over all permanent lock cylinders to the NIH Locksmith for final installation.] [Contractor shall install permanent lock cylinders and keys as directed by the Project Officer]

1.10 DOCUMENT CONTROL

A. The Contractor shall assume responsibility for and maintain records of distribution of all drawings, specifications and other project information. Such information shall be distributed only to those specifically with a need for them to accomplish the Work.

B. Certain documents may be marked as "Sensitive Unclassified - For Official Use Only" or "Law Enforcement Sensitive", hereinafter called "sensitive" information which may include drawings, sketches, digital photographs, exposed negatives, video, written descriptions of work requirements, and similar information. Return such information promptly to Project Officer upon request, including any copies.

1. Store all Project Information in file cabinets locked during non-business hours. Store "Sensitive" documents in separate containers with access restricted to those with a specific need for use of the information.

2. Reproduction of documents shall be kept at the minimum needed to accomplish the Work, and all copies shall be numbered and recipients recorded. "Sensitive" documents shall be returned to the NIH Project Officer when no longer needed, and the NIH will arrange for their proper disposal.

3. Limit dissemination of sensitive information on need-to-know basis.

4. Any proposed deviations from these requirements must be submitted to the Project Officer for review. Approval may or may not be granted..

5. Do not allow removal/transmission of such information from Project Site without prior written approval by Project Officer.

6. "Sensitive" documents shall be transmitted using U.S. Postal Service or any commercial services that permit delivery only after receiving signature.

7. All paper waste and electronic media such as diskettes and CDS of "Sensitive" documents shall be shredded or otherwise destroyed in a manner acceptable to the NIH.

C. Notification and Reporting: Notify both the Project Officer and the Construction Security Manager immediately when known or suspected loss/compromise of "sensitive" information or other documents, notes, drawings, sketches, reports, photographs, exposed films, or similar information has occurred which may affect the security interests of the NIH.  Extend this requirement to employees and other personnel working on behalf of Contractor, and expand the responsibility to include prompt reporting of security issues, including observed efforts by unauthorized persons to gain access to sensitive information.

D. The Contractor and each sub-contractor or other entity involved in the [Project] [Contract] shall submit an electronic security memorandum describing the approach to meeting the above goals and maintaining confidentiality of [Project] [Contract] files The memorandum shall describe security within the Project, including any intrusion prevention and detection methodology.

1. The Contractor shall not proceed without written approval of the memorandum by the NIH.

2. Any requests for exceptions from these requirements shall be submitted in writing to the Project Officer for review. No entity or person shall proceed with such exception without written approval by the NIH.

E. Electronic Document Security

1. All Electronic files shall be stored in specified location following NIH standards and procedures using an Engineering Document Management Software (EDMS).

2. Each Project shall have a registry file, listing the project team with their contact information, drawing list, and Revision index stored in the same location of the other project documents.

3. Security, access and maintenance of all project engineering drawings and related documents, both scanned and electronic, shall be performed and tracked through the EDMS system.

4. All documents shall be distributed among team members, including A/E, DM, CM, and their sub-contractors with approval and knowledge of the NIH Project Officer.  Three principles shall always be followed in providing information:

a. Only give the information to those that have a need to know

b. Keep records of who received the information

c. Safeguard the information during use.

1.11 COMMUNICATION

A. Use of telephone or facsimile for communications will not be restricted except that these means shall not be used for "Sensitive" information.

B. "Sensitive" information, including drawings and other documents. May be attached to electronic mail provided a commercially available encryption software compatible with Microsoft Outlook approved in advance by the NIH is used.

C. If computer area networks are used for performing administrative or technical work, electronic partitions must be installed to limit access by unauthorized personnel [Project] [Contract] to electronic files. Electronic files shall be organized to allow complete purging of [Project] [Contract] files at the conclusion of the Work.

1.12 RELEASE OF INFORMATION

A. No information pertaining to the [Project] [Contract] shall be released for publication, including, but not limited to, press release, internet posting, advertisement or solicitation without prior written approval of the NIH.

1.13 SCHEDULE

A. Before the close of business at the end of each week, the Contractor shall prepare a schedule for the following week's work, including the following:

1. Specific location of work for each trade.

2. Description of work for each trade.

3. Number of persons who will be on site for each location and trade.

4. Specific impacts required, such as equipment or utility shutdowns.

5. Hours of Work.

PART 2 -  PRODUCTS (Not used)

PART 3 -  EXECUTION (Not used)

END OF SECTION 01355
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